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Cross-site scripting (XSS) vulnerability in frontend/x3/files/fileop.html in cPanel 11.0 through 11.24.7 allows remote attacker
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cpanel Cpanel 11.0 All All All
Cpanel Cpanel 11.16 All All All
Cpanel Cpanel 11.18 All All All
Cpanel Cpanel 11.18.1 All All All
Cpanel Cpanel 11.18.2 All All All
Cpanel Cpanel 11.18.3 All All All
Cpanel Cpanel 11.18.4 All All All
Cpanel Cpanel 11.19.3 All All All
Cpanel Cpanel 11.21 All All All
Cpanel Cpanel 11.21 beta All All
Cpanel Cpanel 11.22 All All All
Cpanel Cpanel 11.22.1 All All All
Cpanel Cpanel 11.22.2 All All All
Cpanel Cpanel 11.22.3 All All All
Cpanel Cpanel 11.24 All All All
Cpanel Cpanel 11.24.7 All All All
Cpanel Cpanel 11.4.19 All All All
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References

Reference

61231

Cpanel 11 Xss

CVE Program record

NVD vulnerability detail

gl

cPanel Cross Site Scripting Vulnerability - cPanel Inc.

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

cPanel 'fileop' Parameter Multiple Cross Site Scripting Vulnerabilities

cPanel "fileop" Cross-Site Scripting Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Source Link
OSVDB osvdb.org
VUPEN www.vupen.
BID www.securit

EXPLOIT-DB  www.exploit
SECUNIA secunia.cor
CONFIRM www.cpanel

CVE.ORG WWW.CVe.Or(
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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