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Summary

CVE CVE-2009-4835

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-06 12:47:00 UTC

Updated 2010-05-11 04:00:00 UTC

Description The (1) htk_read_header, (2) alaw_init, (3) ulaw_init, (4) pcm_init, (5) float32_init, and (6) sds_read_header functions in libsndfile 1.0.20 allow context-dependent attackers to cause a denial of service (divide-by-zero error and application crash) via a crafted audio file.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mega-nerd Libsndfile 1.0.20 All All All

Application Mega-nerd Libsndfile 1.0.20 All All All

References

Reference Source Link Tags

libsndfile Multiple Division by Zero Denial of Service Vulnerabilities - Advisories - Community SECUNIA secunia.com Vendor Advisory

libsndfile Audio Data Multiple Denial Of Service Vulnerabilities BID www.securityfocus.com

#530831 - libsndfile1: Crafted files can trigger divide by zero - Debian Bug report logs CONFIRM bugs.debian.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-05-06 Joshua Bressers Red Hat does not consider this issue to be a security flaw. The libsndfile library is not used outside of client applications, where crashes are not considered to be security flaws.

There are currently no legacy QID mappings associated with this CVE.
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