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Summary

CVE CVE-2009-4851

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-07 18:30:00 UTC

Updated 2010-05-13 04:00:00 UTC

Description The activation resend function in the Profiles module in XOOPS before 2.4.1 sends activation codes in response to arbitrary activation requests, which allows remote attackers to bypass administrative approval via a request involving activate.php.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xoops Xoops 1.0 All All All

Application Xoops Xoops 1.0_rc1 All All All

Application Xoops Xoops 1.0_rc3 All All All

Application Xoops Xoops 1.0_rc3.0.5 All All All

Application Xoops Xoops 1.3.10 All All All

Application Xoops Xoops 1.3.5 All All All

Application Xoops Xoops 1.3.6 All All All

Application Xoops Xoops 1.3.7 All All All

Application Xoops Xoops 1.3.8 All All All

Application Xoops Xoops 1.3.9 All All All

Application Xoops Xoops 2.0.0 All All All

Application Xoops Xoops 2.0.0_rc1 All All All

Application Xoops Xoops 2.0.0_rc2 All All All

Application Xoops Xoops 2.0.0_rc3 All All All

Application Xoops Xoops 2.0.1 All All All

Application Xoops Xoops 2.0.10 All All All

Application Xoops Xoops 2.0.10_rc All All All
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Application Xoops Xoops 2.0.10_rc All All All

Application Xoops Xoops 2.0.11 All All All

Application Xoops Xoops 2.0.12 All All All

Application Xoops Xoops 2.0.12a All All All

Application Xoops Xoops 2.0.13 All All All

Application Xoops Xoops 2.0.13.1 All All All

Application Xoops Xoops 2.0.13.2 All All All

Application Xoops Xoops 2.0.14 All All All

Application Xoops Xoops 2.0.14-rc1 All All All

Application Xoops Xoops 2.0.15 All All All

Application Xoops Xoops 2.0.16 All All All

Application Xoops Xoops 2.0.17 All All All

Application Xoops Xoops 2.0.17.1 All All All

Application Xoops Xoops 2.0.18 All All All

Application Xoops Xoops 2.0.18.1 All All All

Application Xoops Xoops 2.0.2 All All All

Application Xoops Xoops 2.0.3 All All All

Application Xoops Xoops 2.0.4 All All All

Application Xoops Xoops 2.0.5.1 All All All

Application Xoops Xoops 2.0.5.2 All All All

Application Xoops Xoops 2.0.5_rc All All All

Application Xoops Xoops 2.0.6 All All All

Application Xoops Xoops 2.0.7 All All All

Application Xoops Xoops 2.0.7.1 All All All

Application Xoops Xoops 2.0.7.2 All All All

Application Xoops Xoops 2.0.7.3 All All All

Application Xoops Xoops 2.0.9 All All All

Application Xoops Xoops 2.0.9.2 All All All

Application Xoops Xoops 2.0.9.3 All All All

Application Xoops Xoops 2.3.0 All All All

Application Xoops Xoops 2.3.0_alpha1 All All All

Application Xoops Xoops 2.3.0_alpha2 All All All

Application Xoops Xoops 2.3.0_alpha_3 All All All

Application Xoops Xoops 2.3.0_beta All All All

Application Xoops Xoops 2.3.0_rc All All All

Application Xoops Xoops 2.3.0_rc2 All All All
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Application Xoops Xoops 2.3.0_rc3 All All All

Application Xoops Xoops 2.3.1 All All All

Application Xoops Xoops 2.3.1_rc All All All

Application Xoops Xoops 2.3.2a All All All

Application Xoops Xoops 2.3.2b All All All

Application Xoops Xoops 2.3.3 All All All

Application Xoops Xoops 2.4.0_beta_1 All All All

Application Xoops Xoops 2.4.0_beta_2 All All All

Application Xoops Xoops 2.4.0_rc All All All

Application Xoops Xoops 1.0 All All All

Application Xoops Xoops 1.0_rc1 All All All

Application Xoops Xoops 1.0_rc3 All All All

Application Xoops Xoops 1.0_rc3.0.5 All All All

Application Xoops Xoops 1.3.10 All All All

Application Xoops Xoops 1.3.5 All All All

Application Xoops Xoops 1.3.6 All All All

Application Xoops Xoops 1.3.7 All All All

Application Xoops Xoops 1.3.8 All All All

Application Xoops Xoops 1.3.9 All All All

Application Xoops Xoops 2.0.0 All All All

Application Xoops Xoops 2.0.0_rc1 All All All

Application Xoops Xoops 2.0.0_rc2 All All All

Application Xoops Xoops 2.0.0_rc3 All All All

Application Xoops Xoops 2.0.1 All All All

Application Xoops Xoops 2.0.10 All All All

Application Xoops Xoops 2.0.10_rc All All All

Application Xoops Xoops 2.0.11 All All All

Application Xoops Xoops 2.0.12 All All All

Application Xoops Xoops 2.0.12a All All All

Application Xoops Xoops 2.0.13 All All All

Application Xoops Xoops 2.0.13.1 All All All

Application Xoops Xoops 2.0.13.2 All All All

Application Xoops Xoops 2.0.14 All All All

Application Xoops Xoops 2.0.14-rc1 All All All

Application Xoops Xoops 2.0.15 All All All

Application Xoops Xoops 2.0.16 All All All
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Application Xoops Xoops 2.0.16 All All All

Application Xoops Xoops 2.0.17 All All All

Application Xoops Xoops 2.0.17.1 All All All

Application Xoops Xoops 2.0.18 All All All

Application Xoops Xoops 2.0.18.1 All All All

Application Xoops Xoops 2.0.2 All All All

Application Xoops Xoops 2.0.3 All All All

Application Xoops Xoops 2.0.4 All All All

Application Xoops Xoops 2.0.5.1 All All All

Application Xoops Xoops 2.0.5.2 All All All

Application Xoops Xoops 2.0.5_rc All All All

Application Xoops Xoops 2.0.6 All All All

Application Xoops Xoops 2.0.7 All All All

Application Xoops Xoops 2.0.7.1 All All All

Application Xoops Xoops 2.0.7.2 All All All

Application Xoops Xoops 2.0.7.3 All All All

Application Xoops Xoops 2.0.9 All All All

Application Xoops Xoops 2.0.9.2 All All All

Application Xoops Xoops 2.0.9.3 All All All

Application Xoops Xoops 2.3.0 All All All

Application Xoops Xoops 2.3.0_alpha1 All All All

Application Xoops Xoops 2.3.0_alpha2 All All All

Application Xoops Xoops 2.3.0_alpha_3 All All All

Application Xoops Xoops 2.3.0_beta All All All

Application Xoops Xoops 2.3.0_rc All All All

Application Xoops Xoops 2.3.0_rc2 All All All

Application Xoops Xoops 2.3.0_rc3 All All All

Application Xoops Xoops 2.3.1 All All All

Application Xoops Xoops 2.3.1_rc All All All

Application Xoops Xoops 2.3.2a All All All

Application Xoops Xoops 2.3.2b All All All

Application Xoops Xoops 2.3.3 All All All

Application Xoops Xoops 2.4.0_beta_1 All All All

Application Xoops Xoops 2.4.0_beta_2 All All All

Application Xoops Xoops 2.4.0_rc All All All

Application Xoops Xoops All All All All
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References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

XOOPS Profile Activation Security Bypass - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Profiles Module Activation Vulnerability [Support Forums - 2.4.x Support] :: XOOPS CMS (Content Management System) MISC www.xoops.org

XOOPS 2.4.1 FINAL Is Released - XOOPS - XOOPS News :: XOOPS CMS (Content Management System) CONFIRM www.xoops.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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