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Assigner
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Published
Updated

Description

/

CVE-2009-5016

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-5016

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2010-11-12 22:00:00 UTC

2018-10-30 16:26:00 UTC

Integer overflow in the xml_utf8_decode function in ext/xml/xml.c in PHP before 5.2.11 makes it easier for remote attackers

| 1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
Php Php 3.04 All All All
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Application Php Php 5.0.0 rc2 All All

Application Php Php 5.0.0 rc3 All All

Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 All All All

Application Php Php 5.0.3 All All All

Application Php Php 5.0.4 All All All

Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All

Application Php Php 5.1.1 All All All

Application Php Php 51.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 5.1.4 All All All

Application Php Php 5.1.5 All All All

Application Php Php 5.1.6 All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

Application Php Php All All All All

Reference Source Link Tags
Support REDHAT  www.redhat.com

USN-1042-1: PHP vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Ubuntu update for php5 - Advisories - Community SECUNIA  secunia.com

sirdarckcat: A couple of unicode issues on PHP and Firefox MISC sirdarckcat.blogspot.com  Explc
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
www.blackhat.com/presentations/bh-usa-09/VELANAVA/BHUSA09-VelaNava-FavoriteXSS... MISC www.blackhat.com Explc
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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