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ViewVC before 1.1.11 allows remote attackers to bypass the cvsdb row_limit configuration setting, and consequently condu
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
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Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Viewvc Viewvc 0.8 All All All
Viewvc Viewvc 0.9 All All All
Viewvc Viewvc 0.9.1 All All All
Viewvc Viewve 0.9.2 All All All
Viewvc Viewvc 0.9.3 All All All
Viewvc Viewve 0.9.4 All All All
Viewvc Viewvc 1.0.0 All All All
Viewvc Viewve 1.0.1 All All All
Viewvc Viewvc 1.0.10 All All All
Viewvc Viewvc 1.0.11 All All All
Viewvc Viewvc 1.0.2 All All All
Viewvc Viewvc 1.0.3 All All All
Viewvc Viewvc 1.0.4 All All All
Viewvc Viewvc 1.0.5 All All All
Viewvc Viewvc 1.0.6 All All All
Viewvc Viewvc 1.0.7 All All All
Viewvc Viewvc 1.0.8 All All All
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Reference

ViewVC 'cvsdb.py' Remote Denial of Service Vulnerability

viewvc: Issue 433

Debian -- Security Information -- DSA-2563-1 viewvc
oss-security - CVE Request: viewve DoS
viewvc.tigris.org/source/browse/viewvc/trunk/lib/cvsdb.py
oss-security - Re: CVE Request: viewvc DoS
viewvc.tigris.org/source/browse/viewvc/trunk/lib/viewvc.py
CVE Program record

NVD vulnerability detail

1

viewvc.tigris.org/source/browse/*checkout*/viewvc/tags/1.1.11/CHANGES

viewvc.tigris.org/source/browse/%2Acheckout%2A/viewvc/tags/1.1.11/CHANGES

Source

CONFIRM

BID

CONFIRM

DEBIAN

MLIST

CONFIRM

MLIST

CONFIRM

CVE.ORG

NVD

Link

viewvc.tigris.org

www.securityfocus.com

viewvc.tigris.org
viewvc.tigris.org
www.debian.org
openwall.com
viewvc.tigris.org
openwall.com
viewvc.tigris.org
Www.cve.org

nvd.nist.gov

Tags

Patch
canonical

canonical, analysi:

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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