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AVNACMALNCRIPIAP Certain versions of Mysql from Mysqgl contain the following
’ vulnerability:

The executable comment feature in MySQL 5.0.x before 5.0.93 and
5.1.x before 5.1.50, when running in certain slave configurations in
which the slave is running a newer version than the master, allows
remote attackers to execute arbitrary SQL commands via custom
comments.

CVE-2009-5026 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Security Advisory SA49179 - SUSE update for mysql- { SECUNIA 49179

cluster - Secunia

MySQL Bugs: #49124: Security issue with /*!-versioned */  JETIEN 7, CONFIRM bugs.mysqgl.com/bug.php?id=49124

SQL statements on Slave

oss-sec: Re: MySQL executable comment execution on B2 MLIST [oss-security] 20111018 Re: MySQL

MySQL slave server (from 2009) [ text/html | executable comment execution on MySQL slave
server (from 2009)

MySQL :: MySQL 5.1 Reference Manual :: C.1.1 [ CONFIRM

Changes in MySQL 5.1.50 (Not yet released) dev.mysql.com/doc/refman/5.1/en/news-5-1-

50.ntmi



https://cve.report/
https://cve.report/CVE-2009-5026/mitre
https://cve.report/CVE-2009-5026/nist
https://cve.report/CVE-2009-5026/cve_org
https://cve.report/CVE-2009-5026.pdf
http://cve.report/software/mysql/mysql
http://cve.report/vendor/mysql
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2009/http://secunia.com/advisories/49179
http://bugs.mysql.com/bug.php?id=49124
http://seclists.org/oss-sec/2011/q4/101
https://web.archive.org/web/2009/http://dev.mysql.com/doc/refman/5.1/en/news-5-1-50.html

MySQL :: MySQL 5.0 Reference Manual :: D.1.1 B CONFIRM

Changes in MySQL 5.0.93 (Not yet released) dev.mysql.com/doc/refman/5.0/en/news-5-0-
93.himl

640177 — (CVE-2009-5026) CVE-2009-5026 MySQL E0 {7y CONFIRM bugzilla.redhat.com/show_bug.cgi?

replication to slave executable comment execution id=640177

[security-announce] SUSE-SU-2012:0984-1: important: 9 SUSE SUSE-SU-2012:0984

Security update for

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mysql Mysql 5.0.0 All All All
Application Mysaql Mysql 5.0.1 All All All
Application Mysaql Mysql 5.0.10 All All All
Application Mysaql Mysql 5.0.15 All All All
Application Mysaql Mysql 5.0.16 All All All
Application Mysaql Mysql 5.0.17 All All All
Application Mysaql Mysql 5.0.2 All All All
Application Mysql Mysql 5.0.20 All All All
Application Mysaql Mysql 5.0.24 All All All
Application Mysq| Mysg| 5.0.3 All All All
Application Mysql Mysql 5.04 All All All
Application Mysaql Mysql 5.0.45 b All All
Application Mysaql Mysql 5.0.5 All All All
Application Mysql Mysql 5.0.82 All All All
Application Mysql Mysql 5.0.84 All All All
Application Mysql Mysql 5.0.87 All All All
Application Mysaql Mysql 5.1.23 All All All
Application Mysql Mysql 5.1.31 All All All
Application Mysal Mysql 5.1.32 All All All
Application Mysql Mysql 5.1.34 All All All
Application Mysaql Mysql 5.1.37 All All All

Application Mysaql Mysql 5.0.0 All All All
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Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

cpe:2.3:a:mysql:mysql:5.0.0:* e

cpe:2.3:a:mysql:mysql:5.0. 1 e

cpe:2.3:a:mysql:mysql:5.0.10

cpe:2.3:a:mysql:mysql:5.0.15

cpe:2.3:a:mysql:mysql:5.0.16

cpe:2.3:a:mysqgl:mysql:5.0.17

Sk ok ak ok akakak.

sk ok ak ok akakak.

dkak ok ak ok akak.

dkak ok ak ok akak.

cpe:2.3:a:mysqgl:mysql:5.0.2:% %

cpe:2.3:a:mysqgl:mysql:5.0.3: %

cpe:2.3:a:mysqgl:mysql:5.0.4: %

cpe:2.3:a:mysqgl:mysql:5.0.45:b: "

cpe:2.3:a:mysqgl:mysql:5.0.5: %

cpe:2.3:a:mysql:mysql:5.1.37

Skk Lk kkakuk.

cpe:2.3:a:mysql:mysql:5.0.0:**

cpe:2.3:a:mysql:mysql:5.0.1 %%

Mysql
Mysql
Mysql
Mysql
Mysql

Mysql

5.1.46

5.1.46

5.1.47

5.1.48

5.1.49

5.1.49

All
sp1
All
All
All

sp1

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mysql

Skk ok k ok akak.

cpe:2.3:a:mysqgl:mysql:5.0.10:

Sk Lk kk Lk akak.

cpe:2.3:a:mysqgl:mysql:5.0.15:

Sk Lk k kR kak.

cpe:2.3:a:mysql:mysql:5.0.17: % "

cpe:2.3:a:mysql:mysql:5.0.2: e

Skk ok kR akak.

cpe:2.3:a:mysqgl:mysql:5.0.20: %" "

Sk ok k ok akakak.

cpe:2.3:a:mysql:mysql:5.0.24 % "

cpe:2.3:a:mysql:mysql:5.0.3: o

cpe:2.3:a:mysql:mysql:5.0.4:* "

dkakakakakak,

cpe:2.3:a:mysql:mysql:5.0.45:b: %"

cpe:2.3:a:mysql:mysql:5.0.5: "

dkak ok akakakak.

cpe:2.3:a:mysqgl:mysql:5.0.82:* " " *

ak kLKL LK LKLk,

cpe:2.3:a:oracle:mysql:5.0.45:": "

ARk LKLk LK LK LK,

cpe:2.3:a:oracle:mysql:5.0.51 %"

ARk LKLk LK LKLk,

cpe:2.3:a:oracle:mysql:5.0.67:*: """

ak kLK kLK Lk Lk,

cpe:2.3:a:oracle:mysql:5.0.77:* 7 "

ARk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.0.81 7 :**:*:

ARk kK kKK,

cpe:2.3:a:oracle:mysql:5.0.83:*: " " *:*:

kKK kKKK,

cpe:2.3:a:oracle:mysql:5.0.85:



Kk kL kKKK,

cpe:2.3:a:oracle:mysql:5.0.86: " "

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.88:

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.92:* *

dkak kR kR k.

cpe:2.3:a:oracle:mysql:5.1:

cpe:2.3:a:oracle:xmysql:5.1. 1 ™

cpe:2.3:a:oraclexmysql:5.1.10:

cpe:2.3:a:oraclexmysql:5.1. 11

cpe:2.3:a:oracle:mysql:5.1.12:* " ™

cpe:2.3:a:oracle:mysql:5.1.13: """ ™

cpe:2.3:a:oracle:mysql:5.1.14:* "

cpe:2.3:a:oracle:mysql:5.1.15: """ ™

cpe:2.3:a:oracle:mysql:5.1.16:* " """

cpe:2.3:a:oracle:mysql:5.1.17:* "

cpe:2.3:a:oracle:mysql:5.1.18: """

akk LKL KKK,

cpe:2.3:a:oracle:mysql:5.1.21 "

akLK LKLk LK LK LK,

cpe:2.3:a:oracle:mysql:5.1.22:* """

dkukakkakak.

cpe:2.3:a:oracle:mysql:5.1.23:a:":":*:**::

ARk kLK LK LKLk,

cpe:2.3:a:oracle:mysql:5.1.24:* """

ak kKK kLKL K,

cpe:2.3:a:oracle:mysql:5.1.26:*: " " *:*:

ak kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.27:* 7 " "

ARk kKKK Lk,

cpe:2.3:a:oracle:mysql:5.1.28:****:*:*:*:



kKKK kKK,

cpe:2.3:a:oracle:mysql:5.1.29:

cpe:2.3:a:oracle:mysql:5.1.3:

kKK kKK,

cpe:2.3:a:oracle:mysql:5.1.30:

koK kKKK,

cpe:2.3:a:oracle:mysql:5.1.33: "

Skak ok ak Lk uk,

cpe:2.3:a:oracle:mysql:5.1.34:sp1: "

kKKK kK,

cpe:2.3:a:oracle:mysql:5.1.35:*

Rk ok kKKK,

cpe:2.3:a:oracle:mysql:5.1.36:* "

dkakakakakak.

cpe:2.3:a:oracle:mysql:5.1.46:sp1:" "

ARk LKLk LKLk k,

cpe:2.3:a:oracle:mysql:5.1.47:* %"

ARk LKLk LKLk k,

cpe:2.3:a:oracle:mysql:5.1.48:*: 7 :"*:*:

ak kLKL LK LKLk,

cpe:2.3:a:oracle:mysql:5.1.49:* """

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.23:*: """

cpe:2.3:a:oracle:mysql:5.0.41 %

rne D R araraclarmuenl:R ) AR-*-xe*kkokak.



B R L T R

kKoK kKKK,

cpe:2.3:a:oracle:mysql:5.0.51

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.0.67:

kKKK uk LKLk,

cpe:2.3:a:oracle:mysql:5.0.75:

koK kKKK,

cpe:2.3:a:oracle:mysql:5.0.81

koK Kk kLK,

cpe:2.3:a:oracle:mysql:5.0.83:*

SRk ok kR kLK,

cpe:2.3:a:oracle:mysql:5.0.85:*

Rk kKK kK,

cpe:2.3:a:oracle:mysql:5.0.86:* " *:*:

Rk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.89:**** ™

Rk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.90:* """ ™

cpe:2.3:a:oracle:mysql:5.1: " "

cpe:2.3:a:oracle:mysql:5.1. 1 "

cpe:2.3:a:oracle:mysql:5.1.10:" " " ™

cpe:2.3:a:oracle:mysql:5.1.11 " "

cpe:2.3:a:oracle:mysql:5.1.12: % "

cpe:2.3:a:oracle:mysql:5.1.13: " "

cpe:2.3:a:oracle:mysql:5.1.14: " "

cpe:2.3:a:oracle:mysql:5.1.15: "

cpe:2.3:a:oracle:mysql:5.1.16:*: """

cpe:2.3:a:oracle:mysql:5.1. 17 %"

cpe:2.3:a:oracle:mysql:5.1.18:*: " *:

ak kLK Lk LKLk Lk,

cpe:2.3:a:oracle:mysql:5.1.19: 7 :**:*:

cpe:2.3:a:oracle:mysql:5.1.2:% "

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.20:* 7 " "

akk kL kKKK,

cpe:2.3:a:oracle:mysql:5.1.21



Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.1.22:

dkkkukkuk.

cpe:2.3:a:oracle:mysql:5.1.23:a:* " ™

kKK kKK,

cpe:2.3:a:oracle:mysql:5.1.24

kKKK kKK,

cpe:2.3:a:oracle:mysql:5.1.25:

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.1.27

koK kR kLK,

cpe:2.3:a:oracle:mysql:5.1.28:* ™

Rk kKK kK,

cpe:2.3:a:oracle:mysql:5.1.29:*

cpe:2.3:a:oracle:mysql:5.1.3: i

Skakakakkak,

cpe:2.3:a:oracle:mysql:5.1.31:sp1 " "

Rk ok kKoK Lk,

cpe:2.3:a:oracle:mysql:5.1.33:* """

ak kLKL LK LKLk,

cpe:2.3:a:oracle:mysql:5.1.42:* %"

ak LKLk LK LKLk k,

cpe:2.3:a:oracle:mysql:5.1.43:*: """



cpe:2.3:a:oracle:mysql:5.1.47:
cpe:2.3:a:oracle:mysql:5.1.48:
cpe:2.3:a:oracle:mysql:5.1.49:

cpe:2.3:a:oracle:mysql:5.1.49:sp1: "

No vendor comments have been submitted for this CVE
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