
CVE-2009-5030
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2009-5030

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-18 22:55:00 UTC

Updated 2023-02-13 02:20:00 UTC

Description The tcd_free_encode function in tcd.c in OpenJPEG 1.3 through 1.5 allows remote attackers to cause a denial of service (memory corruption) and possibly execute arbitrary code via crafted tile information in a Gray16 TIFF image, which causes insufficient memory to be allocated and leads to an "invalid free."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Uclouvain Openjpeg 1.3 All All All

Application Uclouvain Openjpeg 1.4 All All All

Application Uclouvain Openjpeg 1.5 All All All

Application Uclouvain Openjpeg 1.3 All All All

Application Uclouvain Openjpeg 1.4 All All All

Application Uclouvain Openjpeg 1.5 All All All
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Google Groups CONFIRM groups.google.com

oss-security - Re: CVE Request: Heap corruption in openjpeg MLIST www.openwall.com

Support / Security / Advisories / / MDVSA-2012:104 | Mandriva MANDRIVA www.mandriva.com

Issue 5 - openjpeg - Heap corruption in j2k encoder - Open-source C-Library for JPEG 2000 - Google Project Hosting CONFIRM code.google.com

Red Hat Customer Portal REDHAT rhn.redhat.com

[SECURITY] Fedora 16 Update: openjpeg-1.4-13.fc16 FEDORA lists.fedoraproject.org

Malformed Request BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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[SECURITY] Fedora 17 Update: openjpeg-1.4-13.fc17 FEDORA lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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