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CVE CVE-2009-5031
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-22 16:55:00 UTC
Updated 2021-02-12 17:24:00 UTC
Description ModSecurity before 2.5.11 treats request parameter values containing single quotes as files, which allows remote attackers
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.2 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.2 All All All
Operating System Opensuse Opensuse 12.3 All All All
Application Trustwave Modsecurity All All All All
Application Trustwave Modsecurity All All All All
Reference

ModSecurity Quote Parsing Security Bypass Vulnerability

Ivan Risti¢: ModSecurity and ModSecurity Core Rule Set Multipart Bypasses
openSUSE-SU-2013:1331-1: moderate: update for apache2-mod_security2
openSUSE-SU-2013:1336-1: moderate: update for apache2-mod_security2
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GitHub - SpiderLabs/ModSecurity: ModSecurity is an open source, cross platform web application firewall (WAF) engine for Apache, IIS and N
oss-security - mod_security CVE request

Be Suspicious. Online Security Blog - Suspekt.org
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openSUSE-SU-2013:1342-1: moderate: update for apache2-mod_security2

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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