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CVE-2009-5032

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCPIPAN Certain versions of Lotus Notes Traveler from Ibm contain the following
vulnerability:

The encrypted e-mail feature in IBM Lotus Notes Traveler before
8.5.0.2 sends unencrypted messages when the feature is used without
uploading a Notes ID file, which makes it easier for remote attackers to
obtain sensitive information by sniffing the network.

CVE-2009-5032 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

IBM Notes and Domino web.archive.org () CONFIRM www-10.lotus.com/ldd/dominowiki.nsf/page.xsp?

wiki: Lotus Notes Traveler: documentld=A6604E906E0DF2DF8525778B005D4466&action=openDocument
Lotus Notes Traveler

APAR listing

IBM X-Force Exchange € XF ibm-Int-email-information-disclosure(64743)

IBM Lotus Notes Traveler oZ CONFIRM www-01.ibm.com/support/docview.wss?uid=swg24019529&aid=1
8.5.0.2 Release Notes [ text/html |

LO38116: SENDING o=v AIXAPAR LO38116

ENCRYPTED EMAIL [ www-1.ibm.com |

SHOULD FAIL IF NOTES [
ID IS NOT PRESENT



https://cve.report/
https://cve.report/CVE-2009-5032/mitre
https://cve.report/CVE-2009-5032/nist
https://cve.report/CVE-2009-5032/cve_org
https://cve.report/CVE-2009-5032.pdf
http://cve.report/software/ibm/lotus_notes_traveler
http://cve.report/vendor/ibm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2009/http://www-10.lotus.com/ldd/dominowiki.nsf/page.xsp?documentId=A6604E906E0DF2DF8525778B005D4466&action=openDocument
https://exchange.xforce.ibmcloud.com/vulnerabilities/64743
https://web.archive.org/web/2009/http://www-01.ibm.com/support/docview.wss?uid=swg24019529&aid=1
http://www-1.ibm.com/support/docview.wss?uid=swg1LO38116

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Lotus Notes Traveler

Lotus Notes Traveler
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Lotus Notes Traveler

Lotus Notes Traveler

Lotus Notes Traveler

Lotus Notes Traveler

Lotus Notes Traveler

Lotus Notes Traveler
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Lotus Notes Traveler

cpe:2.3:a:ibm:lotus_notes_traveler:8.0:*:*:":*:*:*:*:

cpe:2.3:a:ibm:lotus_notes_traveler:8.0.1:*:*:*:*:":*:*:

cpe:2.3:a:ibm:lotus_notes_traveler:8.0.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes_traveler:8.0.1.3:*:*:":":*:*:™:

cpe:2.3:a:ibm:lotus_notes_traveler:8.5.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes_traveler:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes_traveler:8.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes_traveler:8.0.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:ibm:lotus_notes_traveler:8.0.1.3:*: """

cpe:2.3:a:ibm:lotus_notes_traveler:8.5.0.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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