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CVE-2009-5037

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCNINAP Certain versions of 5500 Series Adaptive Security Appliance from
’ Cisco contain the following vulnerability:

Cisco Adaptive Security Appliances (ASA) 5500 series devices with
software before 8.2(3) allow remote attackers to cause a denial of
service (ASDM syslog outage) via a long URL, aka Bug IDs
CSCsm11264 and CSCtb92911.

CVE-2009-5037 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

ASDM Real-Time Log Viewer MISC supportforums.cisco.com/thread/2018112

does not reci... - Gisco

Community

404 - Page Not Found - Cisco [ www.cisco.com | v CONFIRM
www.cisco.com/en/US/docs/security/asa/asa82/release/notes/asarn82.pdf

IBM X-Force Exchange € XF cisco-asa-asdm-dos(64732)
texthitml|

SecurityTracker: Cisco ASA (%) SECTRACK 1024963

Multiple Flaws Let Remote

Users Deny Service and
Bypass Security Controls

Problem with Real Time Loa MISC supportforums.cisco.com/thread/238724


https://cve.report/
https://cve.report/CVE-2009-5037/mitre
https://cve.report/CVE-2009-5037/nist
https://cve.report/CVE-2009-5037/cve_org
https://cve.report/CVE-2009-5037.pdf
http://cve.report/software/cisco/5500_series_adaptive_security_appliance
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://supportforums.cisco.com/thread/2018112
https://cve.report/CVE-2009-5037/2e6834f9
https://exchange.xforce.ibmcloud.com/vulnerabilities/64732
http://www.securitytracker.com/id?1024963
https://supportforums.cisco.com/thread/238724

Viewer on AS... - Cisco
Community

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = >4 Cisco 5500 Series Adaptive Security Appliance All All All All
Hardware &= >4 Cisco 5500 Series Adaptive Security Appliance All All All All
Application Cisco Adaptive Security Appliance Software 7.0 All All All
Application Cisco Adaptive Security Appliance Software 7.0(0) All All All
Application Cisco Adaptive Security Appliance Software 7.0(2) All All All
Application Cisco Adaptive Security Appliance Software 7.0(4) All All All
Application Cisco Adaptive Security Appliance Software 7.0(5) All All All
Application Cisco Adaptive Security Appliance Software 7.0(5.2) All All All
Application Cisco Adaptive Security Appliance Software 7.0(6.7) All All All
Application Cisco Adaptive Security Appliance Software 7.0.1 All All All
Application Cisco Adaptive Security Appliance Software 7.01.4 All All All
Application Cisco Adaptive Security Appliance Software 7.0.2 All All All
Application Cisco Adaptive Security Appliance Software 7.0.4 All All All
Application Cisco Adaptive Security Appliance Software 7.0.4.3 All All All
Application Cisco Adaptive Security Appliance Software 7.0.5 All All All
Application Cisco Adaptive Security Appliance Software 7.0.6 All All All
Application Cisco Adaptive Security Appliance Software 7.0.7 All All All
Application Cisco Adaptive Security Appliance Software 7.0.8 All All All
Application Cisco Adaptive Security Appliance Software 7.0.8 interim All All
Application Cisco Adaptive Security Appliance Software 7.0\(0\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(2)) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(4\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(5.2)) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(5\) All All All
Application Cisco Adaptive Security Appliance Software 7.0\(6.7\) All All All

Application Cisco Adaptive Security Appliance Software 71 All All All
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Asa 5500

Asa 5500

LRk Rk kR Rk,

cpe:2.3:h:cisco:5500_series_adaptive_security_appliance:*:*:*:*:*:*:*:*:

LRk kR kR kR,

cpe:2.3:h:cisco:5500_series_adaptive_security_appliance:*:*:*:*:*:*:*:*:

ek kR kR Rk,

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

7.2\(2.10\)
7.2\(2.14\)
7.2\(2.15\)
7.2\(2.16\)
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cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:%:":*

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.2:%:*:*:*:*:*:":

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:*:**:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.3:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5:%:*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:%:*:* 7

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:*:*:*:*:*:*:

Skk ok k k.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:interim:*:*:*:*:*:*:

Akkk kLR kK,

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0\(0\):*:*: "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2:*:*:***:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:*:*:***:*:*:



B T G LTIy T

dkakakakakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3:*:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:%:*:***:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2(1):*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:*:*:***:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:*:*:*:**:*:*:

Skkkkkak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:interim:*:*:*:*:*:*:

dkak kR akakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1.4:*:*****:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.2:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4.3:*:*:*:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.5:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:*:*:*:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7:%:*:* "

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8:*:*:*:*:*:*:*:

dkkakokakukuk,

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.1:%:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.2:%:*:*:***:*:

dkuk kR Rk k.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.3:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.4:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5:*:*:***:*:*:

LA~ L e N A N2 T R R T e



cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.3:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.4:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5:%:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.2:*:*:**:*:*:*:

Lkkkkkuk.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.2:interim:*:*:*:*:*:*:

dkak kR ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:*:*****:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.3:*:*:*:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:*:**:*:*:*:



dkkak ok akakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.1:%:*:*

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2:%:*:*

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:*:*:***:*:*:



dkkakokakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3:*:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:*:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:%:*:*:**:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:*:*:***:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:*:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:interim:*:*:*:*:*:*:

LKk kK kK Lk Lk,

cpe:2.3:a:cisco:adaptive_security_appliance_software:*:*:*:*:**:*:*:

LKk ok ok kK kK,

cpe:2.3:a:cisco:adaptive_security_appliance_software:*:*:*:*:*:*:*:*:

LKk ok kK ok kK,

cpe:2.3:0:cisco:adaptive_security_appliance_software:*:*:*:*:*:*:*:*:

Kk kKKK KLk,

cpe:2.3:h:cisco:asa_5500:":*****:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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