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Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Jboss Community Application Server from Redhat
contain the following vulnerability:

twiddle.sh in JBoss AS 5.0 and EAP 5.0 and earlier accepts credentials
as command-line arguments, which allows local users to read the
credentials by listing the process and its arguments.

CVSS2 Score: 2.1 - LOW
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CVE References

Description Tags Link

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0533

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0194

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0193

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0198

Red Hat Customer Portal web.archive.org  REDHAT RHSA-2013:0196

CVE-2009-5066 has been assigned by  secalert@redhat.com to track the vulnerability
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Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0196

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0191

oss-security - Re: CVE for JBOSS EAP 5.0(twiddle and jmx
invocations) ?

www.openwall.com

text/html

 MLIST [oss-security] 20120723
Re: CVE for JBOSS EAP 5.0(twiddle
and jmx invocations) ?

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0192

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0221

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0195

Security Advisory SA51984 - Red Hat update for JBoss Enterprise
Application Platform and JBoss Enterprise Web Platform - Secunia

web.archive.org

text/html

 SECUNIA 51984

Security Advisory SA52054 - Red Hat update for JBoss Enterprise
BRMS Platform - Secunia

web.archive.org

text/html

 SECUNIA 52054

Securing your JBoss JMX Invoker Layer « Objectopia objectopia.com

text/html

 MISC
objectopia.com/2009/10/01/securing-
jmx-invoker-layer-in-jboss/

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2013:0197

[JBPAPP-3391] Provide twiddle credentials external to the command
line - Red Hat Issue Tracker

issues.jboss.org

text/html

 CONFIRM
issues.jboss.org/browse/JBPAPP-
3391?_sscc=t

oss-security - CVE for JBOSS EAP 5.0(twiddle and jmx invocations) ? www.openwall.com

text/html

 MLIST [oss-security] 20120720
CVE for JBOSS EAP 5.0(twiddle and
jmx invocations) ?

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Community Application Server 5.0.0 All All All

Application Redhat Jboss Community Application Server 5.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 5.0.0 All All All
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No vendor comments have been submitted for this CVE
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