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AVNACMAUNCPIPAN Certain versions of Gnutls from Gnu contain the following vulnerability:

GnuTLS before 2.7.6, when the

GNUTLS_VERIFY_ALLOW_X509 V1_CA_CRT flag is not enabled,
treats version 1 X.509 certificates as intermediate CAs, which allows
remote attackers to bypass intended restrictions by leveraging a X.509
V1 certificate from a trusted CA to issue new certificates, a different
vulnerability than CVE-2014-1959.

CVE-2009-5138 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

[security-announce] SUSE- 9 SUSE SUSE-SU-2014:0320
SU-2014:0320-1: critical:
Security update for g

Security Advisory SA57274 - { SECUNIA 57274
SUSE update for gnutls -
Secunia

Security Advisory SA57254 - Y SECUNIA 57254
SUSE update for gnutls -
Secunia

[security-announce] SUSE- 9 SUSE SUSE-SU-2014:0445
SU-2014:0445-1: important:
Security update for
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thread.gmane.org | 522:
Connection timed out

gitorious.org Git -
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thread.gmane.org | 522:
Connection timed out

[security-announce] SUSE-
SU-2014:0319-1: critical:
Security update for g

Security Advisory SA57321
Red Hat update for gnutls -
Secunia

Bug 1069301 — CVE-2009-
5138 gnutls: incorrect
handling of V1 intermediate
certificates

[security-announce] SUSE-
SU-2014:0322-1: critical:
Security update for g

Security Advisory SA57260 -
SUSE update for gnutls -
Secunia

article.gmane.org | 522:
Connection timed out

Red Hat Customer Portal

thread.gmane.org
text/html
Inactive Link" Not Archived

web.archive.org
text/xml
Inactive Link | Not Archived

thread.gmane.org
text/html
Inactive Link" Not Archived

lists.opensuse.org
text/html

web.archive.org
text/html

bugzilla.redhat.com
text/html

lists.opensuse.org
text/html

web.archive.org
text/html

article.gmane.org
text/html
Inactive Link" Not Archived

web.archive.org
text/html
Inactive Link" Not Archived

() MLIST [oss-security] 20140227 Re: CVE Request - GnuTLS corrects flaw in
certificate verification (3.1.x/3.2.x)

13 CONFIRM
gitorious.org/gnutls/gnutls/commit/c8dcbedd1fdc312f5b1a70fcfbc1afe235d800cd

() MLIST [gnutls-devel] 20090109 Re: gnutls fails to use Verisign CA cert

without a Basic Constraint

) SUSE SUSE-SU-2014:0319

){ SECUNIA 57321

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1069301

9 SUSE SUSE-SU-2014:0322

Y SECUNIA 57260

S MLIST [oss-security] 20140225 Re: Re: CVE Request - GnuTLS corrects

flaw in certificate verification (3.1.x/3.2.x)

& REDHAT RHSA-2014:0247

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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2.7.3 All All All
2.74 All All All
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No vendor comments have been submitted for this CVE
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