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CVE CVE-2010-0007
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-19 16:30:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description net/bridge/netfilter/ebtables.c in the ebtables module in the neffilter framework in the Linux kernel before 2.6.33-rc4 does nc

/ |

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:P/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:L/AC:L/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.0 All All All
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OUperating System LInux Linux Kernel 2.6.23 All All All
Operating System Linux Linux Kernel 2.6.23 rci All All
Operating System Linux Linux Kernel 2.6.23 rc2 All All
Operating System Linux Linux Kernel 2.6.23.1 All All All
Operating System Linux Linux Kernel 2.6.23.2 All All All
Operating System Linux Linux Kernel 2.6.23.3 All All All
Operating System Linux Linux Kernel 2.6.23.4 All All All
Operating System Linux Linux Kernel 2.6.23.5 All All All
Operating System Linux Linux Kernel 2.6.23.6 All All All
Operating System Linux Linux Kernel 2.6.23.7 All All All
Operating System Linux Linux Kernel 2.6.24 rci All All
Operating System Linux Linux Kernel 2.6.24 rc2 All All
Operating System Linux Linux Kernel 2.6.24 rc3 All All
Operating System Linux Linux Kernel 2.6.24 rc4 All All
Operating System Linux Linux Kernel 2.6.24 rch All All
Operating System Linux Linux Kernel 2.6.3 All All All
Operating System Linux Linux Kernel 2.6.32 All All All
Operating System Linux Linux Kernel 2.6.32.1 All All All
Operating System Linux Linux Kernel 2.6.32.2 All All All
Operating System Linux Linux Kernel 2.6.32.3 All All All
Operating System Linux Linux Kernel 2.6.32.4 All All All
Operating System Linux Linux Kernel 2.6.33 rcl All All
Operating System Linux Linux Kernel 2.6.33 rc2 All All
Operating System Linux Linux Kernel 2.6.4 All All All
Operating System Linux Linux Kernel 2.6.5 All All All
Operating System Linux Linux Kernel 2.6.6 All All All
Operating System Linux Linux Kernel 2.6.7 All All All
Operating System Linux Linux Kernel 2.6.8 All All All
Operating System Linux Linux Kernel 2.6.8.1 All All All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel All rc3 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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[SECURITY] Fedora 11 Update: kernel-2.6.30.10-105.2.4.fc11

mandriva.com

kernel/git/torvalds/linux.git - Linux kernel source tree

CVE Program record

NVD vulnerability detail
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Bug 555238 — CVE-2010-0007 kernel: netfilter: ebtables: enforce CAP_NET_ADMIN
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http://www.securityfocus.com/archive/1/516397/100/0/threaded
http://www.openwall.com/lists/oss-security/2010/01/14/3
http://secunia.com/advisories/38296
http://www.debian.org/security/2010/dsa-2005
http://lists.opensuse.org/opensuse-security-announce/2010-02/msg00002.html
http://www.openwall.com/lists/oss-security/2010/01/14/1
https://exchange.xforce.ibmcloud.com/vulnerabilities/55602
http://www.vmware.com/security/advisories/VMSA-2011-0003.html
http://lists.opensuse.org/opensuse-security-announce/2010-01/msg00008.html
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=dce766af541f6605fa9889892c0280bab31c66ab
http://secunia.com/advisories/39033
https://bugzilla.redhat.com/show_bug.cgi?id=555238
http://secunia.com/advisories/38333
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9630
http://secunia.com/advisories/43315
http://lists.opensuse.org/opensuse-security-announce/2010-03/msg00000.html
http://www.vupen.com/english/advisories/2010/0109
http://www.debian.org/security/2010/dsa-1996
http://lists.opensuse.org/opensuse-security-announce/2010-02/msg00005.html
http://secunia.com/advisories/38133
http://lists.opensuse.org/opensuse-security-announce/2010-02/msg00007.html
http://secunia.com/advisories/38492
http://www.securityfocus.com/bid/37762
https://rhn.redhat.com/errata/RHSA-2010-0146.html
http://www.redhat.com/support/errata/RHSA-2010-0161.html
http://secunia.com/advisories/38779
http://www.kernel.org/pub/linux/kernel/v2.6/testing/ChangeLog-2.6.33-rc4
http://www.redhat.com/support/errata/RHSA-2010-0147.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-January/034250.html
http://www.mandriva.com/security/advisories?name=MDVSA-2011:051
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=dce766af541f6605fa9889892c0280bab31c66ab
https://www.cve.org/CVERecord?id=CVE-2010-0007
https://nvd.nist.gov/vuln/detail/CVE-2010-0007

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-03-17 Vincent Danen Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.cc
< S|

There are currently no legacy QID mappings associated with this CVE.
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