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CVE CVE-2010-0010
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-02 16:30:02 UTC
Updated 2026-04-29 01:13:23 UTC
Description Integer overflow in the ap_proxy_send_fb function in proxy/proxy_util.c in mod_proxy in the Apache HTTP Server before 1.

/ ]

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 0.8.11 All All All


https://cve.report/
https://cve.report/CVE-2010-0010/mitre
https://cve.report/CVE-2010-0010/nist
https://cve.report/CVE-2010-0010/cve_org
https://cve.report/api/cve/CVE-2010-0010.json
https://cve.report/CVE-2010-0010.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
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Application Apache Http Server 1.3.34 All All All
Application Apache Hitp Server 1.3.35 All All All
Application Apache Http Server 1.3.36 All All All
Application Apache Hitp Server 1.3.37 All All All
Application Apache Http Server 1.3.38 All All All
Application Apache Http Server 1.3.39 All All All
Application Apache Http Server 1.3.4 All All All
Application Apache Http Server 1.3.40 All All All
Application Apache Http Server All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:010 af854a3a-2127-4.
Apache mod_proxy Integer Overflow May Let Remote Users Execute Arbitrary Code - Security Tracker af854a3a-2127-4.
Pony Mail! af854a3a-2127-4.
SecurityFocus af854a3a-2127-4.
"[security bulletin] HPSBOV02683 SSRT090208 rev.1 - HP Secure Web Server (SWS) for OpenVMS running Ap' - MARC  af854a3a-2127-4.
Pony Mail! af854a3a-2127-4.
Pony Mail! af854a3a-2127-4.
SUSE update for Multiple Packages - Advisories - Community af854a3a-2127-4.
CVE-2010-0010: Apache mod_proxy vulnerability : pi3 blog af854a3a-2127-4.
IBM X-Force Exchange af854a3a-2127-4.
Pony Mail! af854a3a-2127-4.
Apache 1.3 mod_proxy HTTP Chunked Encoding Integer Overflow Vulnerability af854a3a-2127-4.
Repository / Oval Repository af854a3a-2127-4.
Pony Mail! af854a3a-2127-4.
Files ~ Packet Storm af854a3a-2127-4.
site.pi3.com.pl/adv/mod_proxy.txt af854a3a-2127-4.
Pony Mail! af854a3a-2127-4.
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3a-2127-4.
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-4.
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-4.
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404 Not Found af854a3a-2127-4.
Apache mod_proxy "ap_proxy_send_fb()" Integer Truncation Vulnerability - Advisories - Community af854a3a-2127-4.
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

q |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-02-03 Joshua Bressers  This issue does not affect the Apache HTTP Server versions 2 and greater. This flaw does 1

/ ]

There are currently no legacy QID mappings associated with this CVE.
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