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Summary

CVE CVE-2010-0012

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-08 17:30:00 UTC

Updated 2024-01-26 17:46:00 UTC

Description Directory traversal vulnerability in libtransmission/metainfo.c in Transmission 1.22, 1.34, 1.75, and 1.76 allows remote attackers to overwrite arbitrary files via a .. (dot dot) in a pathname within a .torrent file.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 5.0 All All All

Operating System Opensuse Opensuse 11.0 All All All

Operating System Opensuse Opensuse 11.1 All All All

Operating System Opensuse Opensuse 11.2 All All All

Application Transmissionbt Transmission 1.22 All All All

Application Transmissionbt Transmission 1.34 All All All

Application Transmissionbt Transmission 1.75 All All All

Application Transmissionbt Transmission 1.76 All All All

Application Transmissionbt Transmission 1.22 All All All

Application Transmissionbt Transmission 1.34 All All All

Application Transmissionbt Transmission 1.75 All All All

Application Transmissionbt Transmission 1.76 All All All
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Changes – Transmission CONFIRM trac.transmissionbt.com

Debian -- Security Information -- DSA-1967-1 transmission DEBIAN www.debian.org

Transmission "name" Key Directory Traversal Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Accepted transmission 1.77-1 (source all amd64) MLIST www.mail-archive.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

oss-security - CVE Request: Transmission MLIST www.openwall.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[security-announce] SUSE Security Announcement: acoread (SUSE-SA:2010:00 SUSE lists.opensuse.org

Debian update for transmission - Secunia.com SECUNIA secunia.com

Bug #500625 “Local file overwriting due to directory traversal” : Bugs : transmission package : Ubuntu CONFIRM launchpad.net

Accepted transmission 1.77-1 (source all amd64) www.mail-archive.com

404 Not Found CONFIRM security.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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