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CVE CVE-2010-0013
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-09 18:30:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description Directory traversal vulnerability in slp.c in the MSN protocol plugin in libpurple in Pidgin 2.6.4 and Adium 1.3.8 allows remot:

/ ]

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-22 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 75 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adium Adium 1.3.8 All All All
Operating System Fedoraproject Fedora 11 All All All
Operating System Fedoraproject Fedora 12 All All All
Operating System Opensuse Opensuse All All All All
Application Pidgin Pidgin 2.6.4 All All All
Operating System Redhat Enterprise Linux 4.0 All All All
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Suse Linux Enterprise 11.0 - All All
Operating System Suse Linux Enterprise Server 10 sp2 All All
Operating System Suse Linux Enterprise Server 10 sp3 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

404 Not Found af854a3a-2127-


http://cve.report/vendor/adium
http://cve.report/software/adium/adium
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/pidgin
http://cve.report/software/pidgin/pidgin
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http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://d.pidgin.im/viewmtn/revision/info/c64a1adc8bda2b4aeaae1f273541afbc4f71b810

Webmail - OVH af854a3a-2127-

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:006 af854a3a-2127-
sunsolve.sun.com/search/document.do af854a3a-2127-
oss-security - CVE request - pidgin MSN arbitrary file upload af854a3a-2127-
oss-security - Re: CVE request - pidgin MSN arbitrary file upload af854a3a-2127-
26C3: cat /proc/sys/net/ipvé/fuckups af854a3a-2127-
oss-security - Re: CVE request - pidgin MSN arbitrary file upload af854a3a-2127-
404 Not Found af854a3a-2127-
sunsolve.sun.com/search/document.do af854a3a-2127-
[SECURITY] Fedora 12 Update: pidgin-2.6.5-1.fc12 af854a3a-2127-
Repository / Oval Repository af854a3a-2127-

552483 — (CVE-2010-0013) CVE-2010-0013 pidgin/libpurple: MSN custom smiley request directory traversal file disclosure  af854a3a-2127-

Adium MSN Custom Smileys File Disclosure Vulnerability - Advisories - Community af854a3a-2127-
Repository / Oval Repository af854a3a-2127-
404 Not Found af854a3a-2127-
SUSE Update for Multiple Packages - Advisories - Community af854a3a-2127-
Support / Security / Advisories / / MDVSA-2010:085 | Mandriva af854a3a-2127-
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-
404 Not Found af854a3a-2127-
Pidgin MSN Custom Smileys File Disclosure Vulnerability - Advisories - Community af854a3a-2127-
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-
Security Advisory SA37961 - Fedora update for pidgin - Secunia af854a3a-2127-
[SECURITY] Fedora 11 Update: pidgin-2.6.5-1.fc11 af854a3a-2127-
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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