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System Security Services Daemon (SSSD) before 1.0.1, when the krb5 auth_provider is configured but the KDC is unreach
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Fedoraproject Sssd 0.2.1 All All All
Fedoraproject Sssd 0.3.0 All All All
Fedoraproject Sssd 0.3.1 All All All
Fedoraproject Sssd 0.3.2 All All All
Fedoraproject Sssd 0.3.3 All All All
Fedoraproject Sssd 0.4.0 All All All
Fedoraproject Sssd 0.4.1 All All All
Fedoraproject Sssd 0.5.0 All All All
Fedoraproject Sssd 0.6.0 All All All
Fedoraproject Sssd 0.6.1 All All All
Fedoraproject Sssd 0.7.0 All All All
Fedoraproject Sssd 0.7.1 All All All
Fedoraproject Sssd 0.99.0 All All All
Fedoraproject Sssd 0.99.1 All All All
Fedoraproject Sssd 0.2.1 All All All
Fedoraproject Sssd 0.3.0 All All All
Fedoraproject Sssd 0.3.1 All All All
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Application Fedoraproject Sssd 0.3.2 All All All
Application Fedoraproject Sssd 0.3.3 All All All
Application Fedoraproject Sssd 0.4.0 All All All
Application Fedoraproject Sssd 0.4.1 All All All
Application Fedoraproject Sssd 0.5.0 All All All
Application Fedoraproject Sssd 0.6.0 All All All
Application Fedoraproject Sssd 0.6.1 All All All
Application Fedoraproject Sssd 0.7.0 All All All
Application Fedoraproject Sssd 0.7.1 All All All
Application Fedoraproject Sssd 0.99.0 All All All
Application Fedoraproject Sssd 0.99.1 All All All
Application Fedoraproject Sssd All All All All
Reference Source Link Tag
SSSD Kerberos Authentication Security Bypass - Advisories - Community SECUNIA  secunia.com Ven

553233 — CVE-2010-0014 SSSD accepts any password when offline with a valid TGT available CONFIRM bugzilla.redhat.com

Fedora SSSD Kerberos Authentication Security Bypass Vulnerability BID www.securityfocus.com

Infrastructure/Fedorahosted-retirement - Fedora Project Wiki CONFIRM fedorahosted.org Patc
CVE Program record CVE.ORG www.cve.org canc
NVD vulnerability detail NVD nvd.nist.gov canc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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