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Summary

CVE CVE-2010-0039

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-22 03:00:00 UTC

Updated 2011-01-19 06:53:00 UTC

Description The Application-Level Gateway (ALG) on the Apple Time Capsule, AirPort Extreme Base Station, and AirPort Express Base Station with firmware before 7.5.2 modifies PORT commands in incoming FTP traffic, which allows remote attackers to use the device's IP address for arbitrary intranet TCP traffic by leveraging write access to an intranet FTP server.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Apple Airport Express All All All All

Hardware Apple Airport Express All All All All

Hardware Apple Airport Express Base Station Firmware 3.84 All All All

Hardware Apple Airport Express Base Station Firmware 4.0.9 All All All

Hardware Apple Airport Express Base Station Firmware 6.1 All All All

Hardware Apple Airport Express Base Station Firmware 6.3 All All All

Hardware Apple Airport Express Base Station Firmware 7.3.2 All All All

Hardware Apple Airport Express Base Station Firmware 7.4.1 All All All

Hardware Apple Airport Express Base Station Firmware 3.84 All All All

Hardware Apple Airport Express Base Station Firmware 4.0.9 All All All

Hardware Apple Airport Express Base Station Firmware 6.1 All All All

Hardware Apple Airport Express Base Station Firmware 6.3 All All All

Hardware Apple Airport Express Base Station Firmware 7.3.2 All All All

Hardware Apple Airport Express Base Station Firmware 7.4.1 All All All

Hardware Apple Airport Express Base Station Firmware All All All All

Hardware Apple Airport Extreme All All All All

Hardware Apple Airport Extreme All All All All

https://cve.report/
https://cve.report/CVE-2010-0039/mitre
https://cve.report/CVE-2010-0039/nist
https://cve.report/CVE-2010-0039/cve_org
https://cve.report/CVE-2010-0039.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_express_base_station_firmware
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_extreme
http://cve.report/vendor/apple
http://cve.report/software/apple/airport_extreme


Hardware Apple Airport Extreme All All All All

Hardware Apple Airport Extreme Base Station Firmware 5.5 All All All

Hardware Apple Airport Extreme Base Station Firmware 5.7 All All All

Hardware Apple Airport Extreme Base Station Firmware 5.5 All All All

Hardware Apple Airport Extreme Base Station Firmware 5.7 All All All

Hardware Apple Time Capsule All All All All

Hardware Apple Time Capsule All All All All

References

Reference

About the security content of Time Capsule and AirPort Base Station (802.11n) Firmware 7.5.2

SecurityTracker.com Archives - Apple Time Capsule and AirPort Base Station Bugs Let Remote Users Deny Service or Access Ostensibly Protected Hosts

APPLE-SA-2010-12-16-1 Time Capsule and AirPort Base Station (802.11n) Firmware 7.5.2

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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