
CVE-2010-0097
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2010-0097

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-22 22:00:00 UTC

Updated 2017-09-19 01:30:00 UTC

Description ISC BIND 9.0.x through 9.3.x, 9.4 before 9.4.3-P5, 9.5 before 9.5.2-P2, 9.6 before 9.6.1-P3, and 9.7.0 beta does not properly validate DNSSEC (1) NSEC and (2) NSEC3 records, which allows remote attackers to add the Authenticated Data (AD) flag to a forged NXDOMAIN response for an existing domain.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.0 All All All

Application Isc Bind 9.0.0 rc1 All All

Application Isc Bind 9.0.0 rc2 All All

Application Isc Bind 9.0.0 rc3 All All

Application Isc Bind 9.0.0 rc4 All All

Application Isc Bind 9.0.0 rc5 All All

Application Isc Bind 9.0.0 rc6 All All

Application Isc Bind 9.0.1 All All All

Application Isc Bind 9.0.1 rc1 All All

Application Isc Bind 9.0.1 rc2 All All

Application Isc Bind 9.1 All All All

Application Isc Bind 9.1.0 rc1 All All

Application Isc Bind 9.1.1 All All All

Application Isc Bind 9.1.1 rc1 All All

Application Isc Bind 9.1.1 rc2 All All

Application Isc Bind 9.1.1 rc3 All All

Application Isc Bind 9.1.1 rc4 All All
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Application Isc Bind 9.1.1 rc4 All All

Application Isc Bind 9.1.1 rc5 All All

Application Isc Bind 9.1.1 rc6 All All

Application Isc Bind 9.1.1 rc7 All All

Application Isc Bind 9.1.2 All All All

Application Isc Bind 9.1.2 rc1 All All

Application Isc Bind 9.1.3 All All All

Application Isc Bind 9.1.3 rc1 All All

Application Isc Bind 9.1.3 rc2 All All

Application Isc Bind 9.1.3 rc3 All All

Application Isc Bind 9.2 All All All

Application Isc Bind 9.2.0 All All All

Application Isc Bind 9.2.0 a1 All All

Application Isc Bind 9.2.0 a2 All All

Application Isc Bind 9.2.0 a3 All All

Application Isc Bind 9.2.0 b1 All All

Application Isc Bind 9.2.0 b2 All All

Application Isc Bind 9.2.0 rc1 All All

Application Isc Bind 9.2.0 rc10 All All

Application Isc Bind 9.2.0 rc2 All All

Application Isc Bind 9.2.0 rc3 All All

Application Isc Bind 9.2.0 rc4 All All

Application Isc Bind 9.2.0 rc5 All All

Application Isc Bind 9.2.0 rc6 All All

Application Isc Bind 9.2.0 rc7 All All

Application Isc Bind 9.2.0 rc8 All All

Application Isc Bind 9.2.0 rc9 All All

Application Isc Bind 9.2.1 All All All

Application Isc Bind 9.2.1 rc1 All All

Application Isc Bind 9.2.1 rc2 All All

Application Isc Bind 9.2.2 All All All

Application Isc Bind 9.2.2 p2 All All

Application Isc Bind 9.2.2 p3 All All

Application Isc Bind 9.2.2 rc1 All All

Application Isc Bind 9.2.3 All All All

Application Isc Bind 9.2.3 rc1 All All
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Application Isc Bind 9.2.3 rc2 All All

Application Isc Bind 9.2.3 rc3 All All

Application Isc Bind 9.2.3 rc4 All All

Application Isc Bind 9.2.4 All All All

Application Isc Bind 9.2.4 rc2 All All

Application Isc Bind 9.2.4 rc3 All All

Application Isc Bind 9.2.4 rc4 All All

Application Isc Bind 9.2.4 rc5 All All

Application Isc Bind 9.2.4 rc6 All All

Application Isc Bind 9.2.4 rc7 All All

Application Isc Bind 9.2.4 rc8 All All

Application Isc Bind 9.2.5 All All All

Application Isc Bind 9.2.5 b2 All All

Application Isc Bind 9.2.5 rc1 All All

Application Isc Bind 9.2.6 All All All

Application Isc Bind 9.2.6 rc1 All All

Application Isc Bind 9.2.7 All All All

Application Isc Bind 9.2.7 rc1 All All

Application Isc Bind 9.2.7 rc2 All All

Application Isc Bind 9.2.7 rc3 All All

Application Isc Bind 9.2.8 All All All

Application Isc Bind 9.2.9 All All All

Application Isc Bind 9.2.9 rc1 All All

Application Isc Bind 9.3 All All All

Application Isc Bind 9.3.0 All All All

Application Isc Bind 9.3.0 b2 All All

Application Isc Bind 9.3.0 b3 All All

Application Isc Bind 9.3.0 b4 All All

Application Isc Bind 9.3.0 rc1 All All

Application Isc Bind 9.3.0 rc2 All All

Application Isc Bind 9.3.0 rc3 All All

Application Isc Bind 9.3.0 rc4 All All

Application Isc Bind 9.3.1 All All All

Application Isc Bind 9.3.1 b2 All All

Application Isc Bind 9.3.1 rc1 All All

Application Isc Bind 9.3.2 All All All
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Application Isc Bind 9.3.2 All All All

Application Isc Bind 9.3.2 rc1 All All

Application Isc Bind 9.3.3 All All All

Application Isc Bind 9.3.3 rc1 All All

Application Isc Bind 9.3.3 rc2 All All

Application Isc Bind 9.3.3 rc3 All All

Application Isc Bind 9.3.4 All All All

Application Isc Bind 9.3.5 All All All

Application Isc Bind 9.3.5 rc1 All All

Application Isc Bind 9.3.5 rc2 All All

Application Isc Bind 9.3.6 All All All

Application Isc Bind 9.3.6 rc1 All All

Application Isc Bind 9.4 All All All

Application Isc Bind 9.4 All All All

Application Isc Bind 9.4 b1 All All

Application Isc Bind 9.4 r1 All All

Application Isc Bind 9.4 r2 All All

Application Isc Bind 9.4 r3 All All

Application Isc Bind 9.4 r4 All All

Application Isc Bind 9.4 r4-p1 All All

Application Isc Bind 9.4 r5 All All

Application Isc Bind 9.4 r5-b1 All All

Application Isc Bind 9.4 r5-p1 All All

Application Isc Bind 9.4 r5-rc1 All All

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.0 a1 All All

Application Isc Bind 9.4.0 a2 All All

Application Isc Bind 9.4.0 a3 All All

Application Isc Bind 9.4.0 a4 All All

Application Isc Bind 9.4.0 a5 All All

Application Isc Bind 9.4.0 a6 All All

Application Isc Bind 9.4.0 b1 All All

Application Isc Bind 9.4.0 b2 All All

Application Isc Bind 9.4.0 b3 All All

Application Isc Bind 9.4.0 b4 All All

Application Isc Bind 9.4.0 rc1 All All
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Application Isc Bind 9.4.0 rc2 All All

Application Isc Bind 9.4.1 All All All

Application Isc Bind 9.4.2 All All All

Application Isc Bind 9.4.2 rc1 All All

Application Isc Bind 9.4.2 rc2 All All

Application Isc Bind 9.4.3 All All All

Application Isc Bind 9.4.3 b1 All All

Application Isc Bind 9.4.3 b2 All All

Application Isc Bind 9.4.3 b3 All All

Application Isc Bind 9.4.3 p2 All All

Application Isc Bind 9.4.3 rc1 All All

Application Isc Bind 9.5 All All All

Application Isc Bind 9.5.0 All All All

Application Isc Bind 9.5.0 a1 All All

Application Isc Bind 9.5.0 a2 All All

Application Isc Bind 9.5.0 a3 All All

Application Isc Bind 9.5.0 a4 All All

Application Isc Bind 9.5.0 a5 All All

Application Isc Bind 9.5.0 a6 All All

Application Isc Bind 9.5.0 a7 All All

Application Isc Bind 9.5.0 b1 All All

Application Isc Bind 9.5.0 b2 All All

Application Isc Bind 9.5.0 b3 All All

Application Isc Bind 9.5.0 p1 All All

Application Isc Bind 9.5.0 p2 All All

Application Isc Bind 9.5.0 p2_w1 All All

Application Isc Bind 9.5.0 p2_w2 All All

Application Isc Bind 9.5.0 rc1 All All

Application Isc Bind 9.5.1 All All All

Application Isc Bind 9.5.1 b1 All All

Application Isc Bind 9.5.1 b2 All All

Application Isc Bind 9.5.1 b3 All All

Application Isc Bind 9.5.1 rc1 All All

Application Isc Bind 9.5.1 rc2 All All

Application Isc Bind 9.5.2 All All All
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Application Isc Bind 9.5.2 b1 All All

Application Isc Bind 9.5.2 p1 All All

Application Isc Bind 9.6 All All All

Application Isc Bind 9.6 r1 All All

Application Isc Bind 9.6 r2 All All

Application Isc Bind 9.6 r3 All All

Application Isc Bind 9.6 r4 All All

Application Isc Bind 9.6 r4_p1 All All

Application Isc Bind 9.6 r5 All All

Application Isc Bind 9.6 r5_b1 All All

Application Isc Bind 9.6 r5_p1 All All

Application Isc Bind 9.6 r6 All All

Application Isc Bind 9.6 r6_b1 All All

Application Isc Bind 9.6 r6_rc1 All All

Application Isc Bind 9.6 r6_rc2 All All

Application Isc Bind 9.6 r7 All All

Application Isc Bind 9.6 r7_p1 All All

Application Isc Bind 9.6 r7_p2 All All

Application Isc Bind 9.6 r9 All All

Application Isc Bind 9.6 r9_p1 All All

Application Isc Bind 9.6.0 All All All

Application Isc Bind 9.6.0 a1 All All

Application Isc Bind 9.6.0 b1 All All

Application Isc Bind 9.6.0 p1 All All

Application Isc Bind 9.6.0 rc1 All All

Application Isc Bind 9.6.0 rc2 All All

Application Isc Bind 9.6.1 All All All

Application Isc Bind 9.6.1 b1 All All

Application Isc Bind 9.6.1 p1 All All

Application Isc Bind 9.6.1 p2 All All

Application Isc Bind 9.7.0 All All All

Application Isc Bind 9.0 All All All

Application Isc Bind 9.0.0 rc1 All All

Application Isc Bind 9.0.0 rc2 All All

Application Isc Bind 9.0.0 rc3 All All

Application Isc Bind 9.0.0 rc4 All All
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Application Isc Bind 9.0.0 rc4 All All

Application Isc Bind 9.0.0 rc5 All All

Application Isc Bind 9.0.0 rc6 All All

Application Isc Bind 9.0.1 All All All

Application Isc Bind 9.0.1 rc1 All All

Application Isc Bind 9.0.1 rc2 All All

Application Isc Bind 9.1 All All All

Application Isc Bind 9.1.0 rc1 All All

Application Isc Bind 9.1.1 All All All

Application Isc Bind 9.1.1 rc1 All All

Application Isc Bind 9.1.1 rc2 All All

Application Isc Bind 9.1.1 rc3 All All

Application Isc Bind 9.1.1 rc4 All All

Application Isc Bind 9.1.1 rc5 All All

Application Isc Bind 9.1.1 rc6 All All

Application Isc Bind 9.1.1 rc7 All All

Application Isc Bind 9.1.2 All All All

Application Isc Bind 9.1.2 rc1 All All

Application Isc Bind 9.1.3 All All All

Application Isc Bind 9.1.3 rc1 All All

Application Isc Bind 9.1.3 rc2 All All

Application Isc Bind 9.1.3 rc3 All All

Application Isc Bind 9.2 All All All

Application Isc Bind 9.2.0 All All All

Application Isc Bind 9.2.0 a1 All All

Application Isc Bind 9.2.0 a2 All All

Application Isc Bind 9.2.0 a3 All All

Application Isc Bind 9.2.0 b1 All All

Application Isc Bind 9.2.0 b2 All All

Application Isc Bind 9.2.0 rc1 All All

Application Isc Bind 9.2.0 rc10 All All

Application Isc Bind 9.2.0 rc2 All All

Application Isc Bind 9.2.0 rc3 All All

Application Isc Bind 9.2.0 rc4 All All

Application Isc Bind 9.2.0 rc5 All All

Application Isc Bind 9.2.0 rc6 All All
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Application Isc Bind 9.2.0 rc7 All All

Application Isc Bind 9.2.0 rc8 All All

Application Isc Bind 9.2.0 rc9 All All

Application Isc Bind 9.2.1 All All All

Application Isc Bind 9.2.1 rc1 All All

Application Isc Bind 9.2.1 rc2 All All

Application Isc Bind 9.2.2 All All All

Application Isc Bind 9.2.2 p2 All All

Application Isc Bind 9.2.2 p3 All All

Application Isc Bind 9.2.2 rc1 All All

Application Isc Bind 9.2.3 All All All

Application Isc Bind 9.2.3 rc1 All All

Application Isc Bind 9.2.3 rc2 All All

Application Isc Bind 9.2.3 rc3 All All

Application Isc Bind 9.2.3 rc4 All All

Application Isc Bind 9.2.4 All All All

Application Isc Bind 9.2.4 rc2 All All

Application Isc Bind 9.2.4 rc3 All All

Application Isc Bind 9.2.4 rc4 All All

Application Isc Bind 9.2.4 rc5 All All

Application Isc Bind 9.2.4 rc6 All All

Application Isc Bind 9.2.4 rc7 All All

Application Isc Bind 9.2.4 rc8 All All

Application Isc Bind 9.2.5 All All All

Application Isc Bind 9.2.5 b2 All All

Application Isc Bind 9.2.5 rc1 All All

Application Isc Bind 9.2.6 All All All

Application Isc Bind 9.2.6 rc1 All All

Application Isc Bind 9.2.7 All All All

Application Isc Bind 9.2.7 rc1 All All

Application Isc Bind 9.2.7 rc2 All All

Application Isc Bind 9.2.7 rc3 All All

Application Isc Bind 9.2.8 All All All

Application Isc Bind 9.2.9 All All All

Application Isc Bind 9.2.9 rc1 All All
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Application Isc Bind 9.3 All All All

Application Isc Bind 9.3.0 All All All

Application Isc Bind 9.3.0 b2 All All

Application Isc Bind 9.3.0 b3 All All

Application Isc Bind 9.3.0 b4 All All

Application Isc Bind 9.3.0 rc1 All All

Application Isc Bind 9.3.0 rc2 All All

Application Isc Bind 9.3.0 rc3 All All

Application Isc Bind 9.3.0 rc4 All All

Application Isc Bind 9.3.1 All All All

Application Isc Bind 9.3.1 b2 All All

Application Isc Bind 9.3.1 rc1 All All

Application Isc Bind 9.3.2 All All All

Application Isc Bind 9.3.2 rc1 All All

Application Isc Bind 9.3.3 All All All

Application Isc Bind 9.3.3 rc1 All All

Application Isc Bind 9.3.3 rc2 All All

Application Isc Bind 9.3.3 rc3 All All

Application Isc Bind 9.3.4 All All All

Application Isc Bind 9.3.5 All All All

Application Isc Bind 9.3.5 rc1 All All

Application Isc Bind 9.3.5 rc2 All All

Application Isc Bind 9.3.6 All All All

Application Isc Bind 9.3.6 rc1 All All

Application Isc Bind 9.4 All All All

Application Isc Bind 9.4 All All All

Application Isc Bind 9.4 b1 All All

Application Isc Bind 9.4 r1 All All

Application Isc Bind 9.4 r2 All All

Application Isc Bind 9.4 r3 All All

Application Isc Bind 9.4 r4 All All

Application Isc Bind 9.4 r4-p1 All All

Application Isc Bind 9.4 r5 All All

Application Isc Bind 9.4 r5-b1 All All

Application Isc Bind 9.4 r5-p1 All All

Application Isc Bind 9.4 r5-rc1 All All
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Application Isc Bind 9.4 r5-rc1 All All

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.0 a1 All All

Application Isc Bind 9.4.0 a2 All All

Application Isc Bind 9.4.0 a3 All All

Application Isc Bind 9.4.0 a4 All All

Application Isc Bind 9.4.0 a5 All All

Application Isc Bind 9.4.0 a6 All All

Application Isc Bind 9.4.0 b1 All All

Application Isc Bind 9.4.0 b2 All All

Application Isc Bind 9.4.0 b3 All All

Application Isc Bind 9.4.0 b4 All All

Application Isc Bind 9.4.0 rc1 All All

Application Isc Bind 9.4.0 rc2 All All

Application Isc Bind 9.4.1 All All All

Application Isc Bind 9.4.2 All All All

Application Isc Bind 9.4.2 rc1 All All

Application Isc Bind 9.4.2 rc2 All All

Application Isc Bind 9.4.3 All All All

Application Isc Bind 9.4.3 b1 All All

Application Isc Bind 9.4.3 b2 All All

Application Isc Bind 9.4.3 b3 All All

Application Isc Bind 9.4.3 p2 All All

Application Isc Bind 9.4.3 rc1 All All

Application Isc Bind 9.5 All All All

Application Isc Bind 9.5.0 All All All

Application Isc Bind 9.5.0 a1 All All

Application Isc Bind 9.5.0 a2 All All

Application Isc Bind 9.5.0 a3 All All

Application Isc Bind 9.5.0 a4 All All

Application Isc Bind 9.5.0 a5 All All

Application Isc Bind 9.5.0 a6 All All

Application Isc Bind 9.5.0 a7 All All

Application Isc Bind 9.5.0 b1 All All

Application Isc Bind 9.5.0 b2 All All

Application Isc Bind 9.5.0 b3 All All
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Application Isc Bind 9.5.0 p1 All All

Application Isc Bind 9.5.0 p2 All All

Application Isc Bind 9.5.0 p2_w1 All All

Application Isc Bind 9.5.0 p2_w2 All All

Application Isc Bind 9.5.0 rc1 All All

Application Isc Bind 9.5.1 All All All

Application Isc Bind 9.5.1 b1 All All

Application Isc Bind 9.5.1 b2 All All

Application Isc Bind 9.5.1 b3 All All

Application Isc Bind 9.5.1 rc1 All All

Application Isc Bind 9.5.1 rc2 All All

Application Isc Bind 9.5.2 All All All

Application Isc Bind 9.5.2 b1 All All

Application Isc Bind 9.5.2 p1 All All

Application Isc Bind 9.6 All All All

Application Isc Bind 9.6 r1 All All

Application Isc Bind 9.6 r2 All All

Application Isc Bind 9.6 r3 All All

Application Isc Bind 9.6 r4 All All

Application Isc Bind 9.6 r4_p1 All All

Application Isc Bind 9.6 r5 All All

Application Isc Bind 9.6 r5_b1 All All

Application Isc Bind 9.6 r5_p1 All All

Application Isc Bind 9.6 r6 All All

Application Isc Bind 9.6 r6_b1 All All

Application Isc Bind 9.6 r6_rc1 All All

Application Isc Bind 9.6 r6_rc2 All All

Application Isc Bind 9.6 r7 All All

Application Isc Bind 9.6 r7_p1 All All

Application Isc Bind 9.6 r7_p2 All All

Application Isc Bind 9.6 r9 All All

Application Isc Bind 9.6 r9_p1 All All

Application Isc Bind 9.6.0 All All All

Application Isc Bind 9.6.0 a1 All All

Application Isc Bind 9.6.0 b1 All All
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Application Isc Bind 9.6.0 p1 All All

Application Isc Bind 9.6.0 rc1 All All

Application Isc Bind 9.6.0 rc2 All All

Application Isc Bind 9.6.1 All All All

Application Isc Bind 9.6.1 b1 All All

Application Isc Bind 9.6.1 p1 All All

Application Isc Bind 9.6.1 p2 All All

Application Isc Bind 9.7.0 All All All
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About the security content of OS X Lion v10.7.2 and Security Update 2011-006 CONFIRM support.apple.com

Bug 554851 – CVE-2010-0097 BIND DNSSEC NSEC/NSEC3 validation code could cause bogus NXDOMAIN responses CONFIRM bugzilla.redhat.com

US-CERT Vulnerability Note VU#360341 CERT-VN www.kb.cert.org

BIND DNSSEC NSEC/NSEC3 Error May Let Remote Users Spoof NXDOMAIN Responses - SecurityTracker SECTRACK securitytracker.com
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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