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Summary

CVE CVE-2010-0101

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-04 16:00:00 UTC

Updated 2010-05-07 04:00:00 UTC

Description The embedded HTTP server in multiple Lexmark laser and inkjet printers and MarkNet devices, including X94x, W840, T656, N4000, E462, C935dn, 25xxN, and other models, allows remote attackers to cause a denial of service (operating system halt) via a malformed HTTP Authorization header.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lexmark 25xxn All All All All

Hardware Lexmark 25xxn All All All All

Hardware Lexmark C510 All All All All

Hardware Lexmark C510 All All All All

Hardware Lexmark C52x All All All All

Hardware Lexmark C52x All All All All

Hardware Lexmark C53x All All All All

Hardware Lexmark C53x All All All All

Hardware Lexmark C540 All All All All

Hardware Lexmark C540 All All All All

Hardware Lexmark C543 All All All All

Hardware Lexmark C543 All All All All

Hardware Lexmark C544 All All All All

Hardware Lexmark C544 All All All All

Hardware Lexmark C546 All All All All

Hardware Lexmark C546 All All All All

Hardware Lexmark C73x All All All All
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Hardware Lexmark C73x All All All All

Hardware Lexmark C73x All All All All

Hardware Lexmark C77x All All All All

Hardware Lexmark C77x All All All All

Hardware Lexmark C78x All All All All

Hardware Lexmark C78x All All All All

Hardware Lexmark C920 All All All All

Hardware Lexmark C920 All All All All

Hardware Lexmark C935dn All All All All

Hardware Lexmark C935dn All All All All

Hardware Lexmark E120 All All All All

Hardware Lexmark E120 All All All All

Hardware Lexmark E238 All All All All

Hardware Lexmark E238 All All All All

Hardware Lexmark E23x All All All All

Hardware Lexmark E23x All All All All

Hardware Lexmark E240 All All All All

Hardware Lexmark E240 All All All All

Hardware Lexmark E240n All All All All

Hardware Lexmark E240n All All All All

Hardware Lexmark E250 All All All All

Hardware Lexmark E250 All All All All

Hardware Lexmark E260 All All All All

Hardware Lexmark E260 All All All All

Hardware Lexmark E33x All All All All

Hardware Lexmark E33x All All All All

Hardware Lexmark E34x All All All All

Hardware Lexmark E34x All All All All

Hardware Lexmark E350 All All All All

Hardware Lexmark E350 All All All All

Hardware Lexmark E360d All All All All

Hardware Lexmark E360d All All All All

Hardware Lexmark E360dn All All All All

Hardware Lexmark E360dn All All All All

Hardware Lexmark E450 All All All All

Hardware Lexmark E450 All All All All
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Hardware Lexmark E460 All All All All

Hardware Lexmark E460 All All All All

Hardware Lexmark E462 All All All All

Hardware Lexmark E462 All All All All

Hardware Lexmark N4000 All All All All

Hardware Lexmark N4000 All All All All

Hardware Lexmark N4050e All All All All

Hardware Lexmark N4050e All All All All

Hardware Lexmark N70xxe All All All All

Hardware Lexmark N70xxe All All All All

Hardware Lexmark N8120 All All All All

Hardware Lexmark N8120 All All All All

Hardware Lexmark N8130 All All All All

Hardware Lexmark N8130 All All All All

Hardware Lexmark T430 All All All All

Hardware Lexmark T430 All All All All

Hardware Lexmark T64x All All All All

Hardware Lexmark T64x All All All All

Hardware Lexmark T650 All All All All

Hardware Lexmark T650 All All All All

Hardware Lexmark T652 All All All All

Hardware Lexmark T652 All All All All

Hardware Lexmark T654 All All All All

Hardware Lexmark T654 All All All All

Hardware Lexmark T656 All All All All

Hardware Lexmark T656 All All All All

Hardware Lexmark W840 All All All All

Hardware Lexmark W840 All All All All

Hardware Lexmark W850 All All All All

Hardware Lexmark W850 All All All All

Hardware Lexmark X20x All All All All

Hardware Lexmark X20x All All All All

Hardware Lexmark X26x All All All All

Hardware Lexmark X26x All All All All

Hardware Lexmark X34x All All All All

Hardware Lexmark X34x All All All All
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Hardware Lexmark X34x All All All All

Hardware Lexmark X36x All All All All

Hardware Lexmark X36x All All All All

Hardware Lexmark X422 All All All All

Hardware Lexmark X422 All All All All

Hardware Lexmark X46x All All All All

Hardware Lexmark X46x All All All All

Hardware Lexmark X543 All All All All

Hardware Lexmark X543 All All All All

Hardware Lexmark X544 All All All All

Hardware Lexmark X544 All All All All

Hardware Lexmark X546 All All All All

Hardware Lexmark X546 All All All All

Hardware Lexmark X642 All All All All

Hardware Lexmark X642 All All All All

Hardware Lexmark X644 All All All All

Hardware Lexmark X644 All All All All

Hardware Lexmark X646 All All All All

Hardware Lexmark X646 All All All All

Hardware Lexmark X64xef All All All All

Hardware Lexmark X64xef All All All All

Hardware Lexmark X65x All All All All

Hardware Lexmark X65x All All All All

Hardware Lexmark X73x All All All All

Hardware Lexmark X73x All All All All

Hardware Lexmark X772e All All All All

Hardware Lexmark X772e All All All All

Hardware Lexmark X782e All All All All

Hardware Lexmark X782e All All All All

Hardware Lexmark X85x All All All All

Hardware Lexmark X85x All All All All

Hardware Lexmark X86x All All All All

Hardware Lexmark X86x All All All All

Hardware Lexmark X94x All All All All

Hardware Lexmark X94x All All All All
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References

Reference Source Link Tags

Lexmark - United States CONFIRM support.lexmark.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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