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Summary

CVE CVE-2010-0104

State PUBLISHED

Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-18 17:30:00 UTC

Updated 2026-04-29 01:13:23 UTC

Description Unspecified vulnerability in the Broadcom Integrated NIC Management Firmware 1.x before 1.40.0.0 and 8.x before 8.08 on the HP Small Form Factor and Microtower platforms allows remote attackers to execute arbitrary code via unknown vectors.

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov

AV:N/AC:L/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Broadcom Broadcom All 1.24.0.9 All All

Hardware Broadcom Broadcom All 8.0.4 All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Hardware Broadcom Broadcom All 8.0.4 All All

Hardware Hp Compaq 6005 Pro Microtower Pc All All All All

Hardware Hp Compaq 6005 Small Form Factor Pc All All All All

Hardware Hp Compaq Dc5700 Pro Microtower Pc All All All All

Hardware Hp Compaq Dc5700 Small Form Factor Pc All All All All

Hardware Hp Compaq Dc5750 Microtower Pc All All All All

Hardware Hp Compaq Dc5750 Small Form Factor Pc All All All All

Hardware Hp Compaq Dc5850 Microtower Pc All All All All

Hardware Hp Compaq Dc5850 Small Form Factor Pc All All All All

Hardware Hp Compaq Dc7600 Convertible Minitower Pc All All All All

Hardware Hp Compaq Dc7600 Desktop Pc All All All All

Hardware Hp Compaq Dc7600 Small Form Factor Pc All All All All

Hardware Hp Compaq Dc7600 Ultra-slim Desktop Pc All All All All

Hardware Hp Compaq Dx7200 Microtower Pc All All All All

Hardware Hp Compaq Rp3000 Point Of Sale System All All All All

Hardware Hp Compaq Rp5700 Point Of Sale System All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

HPSBGN02511 SSRT100022 rev.2 - HP Small Form Factor or Microtower PC with Broadcom Integrated NIC Firmware, Remote Execution of Arbitrary Code - c02048471 - 

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Broadcom NetXtreme ASF Packet Handling Remote Code Execution Vulnerability

About Secunia Research | Flexera

SecurityTracker.com Archives - HP Small Form Factor or Microtower PC Flaw in Broadcom NIC Firmware Lets Remote Users Execute Arbitrary Code

US-CERT Vulnerability Note VU#512705

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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