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Summary

CVE CVE-2010-0106

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-19 17:30:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description The on-demand scanning in Symantec AntiVirus 10.0.x and 10.1.x before MR9, AntiVirus 10.2.x, and Client Security 3.0.x and 3.1.x before MR9, when Tamper protection is disabled, allows remote attackers to cause a denial of service (prevention of on-demand scanning) via "specific events" that prevent the user from having read access to unspecified resources.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Antivirus 10.0 All All All

Application Symantec Antivirus 10.0.1 All All All

Application Symantec Antivirus 10.0.1.1 All All All

Application Symantec Antivirus 10.0.2 All All All

Application Symantec Antivirus 10.0.2.1 All All All

Application Symantec Antivirus 10.0.2.2 All All All

Application Symantec Antivirus 10.0.3 All All All

Application Symantec Antivirus 10.0.4 All All All

Application Symantec Antivirus 10.0.5 All All All

Application Symantec Antivirus 10.0.6 All All All

Application Symantec Antivirus 10.0.7 All All All

Application Symantec Antivirus 10.0.8 All All All

Application Symantec Antivirus 10.0.9 All All All

Application Symantec Antivirus 10.1 All All All

Application Symantec Antivirus 10.1 All corporate All

Application Symantec Antivirus 10.1 mp1 corporate All

Application Symantec Antivirus 10.1 mr4 corporate All
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Application Symantec Antivirus 10.1 mr4 corporate All

Application Symantec Antivirus 10.1 mr5 corporate All

Application Symantec Antivirus 10.1 mr7 corporate All

Application Symantec Antivirus 10.1.0.1 All corporate All

Application Symantec Antivirus 10.1.4 All corporate All

Application Symantec Antivirus 10.1.4.1 All corporate All

Application Symantec Antivirus 10.1.5 All corporate All

Application Symantec Antivirus 10.1.5.1 All corporate All

Application Symantec Antivirus 10.1.6 All corporate All

Application Symantec Antivirus 10.1.6.1 All corporate All

Application Symantec Antivirus 10.1.7 All corporate All

Application Symantec Antivirus 10.2 All corporate All

Application Symantec Antivirus 10.2 mr2 corporate All

Application Symantec Antivirus 10.2 mr3 corporate All

Application Symantec Antivirus 10.0 All All All

Application Symantec Antivirus 10.0.1 All All All

Application Symantec Antivirus 10.0.1.1 All All All

Application Symantec Antivirus 10.0.2 All All All

Application Symantec Antivirus 10.0.2.1 All All All

Application Symantec Antivirus 10.0.2.2 All All All

Application Symantec Antivirus 10.0.3 All All All

Application Symantec Antivirus 10.0.4 All All All

Application Symantec Antivirus 10.0.5 All All All

Application Symantec Antivirus 10.0.6 All All All

Application Symantec Antivirus 10.0.7 All All All

Application Symantec Antivirus 10.0.8 All All All

Application Symantec Antivirus 10.0.9 All All All

Application Symantec Antivirus 10.1 All All All

Application Symantec Antivirus 10.1 All corporate All

Application Symantec Antivirus 10.1 mp1 corporate All

Application Symantec Antivirus 10.1 mr4 corporate All

Application Symantec Antivirus 10.1 mr5 corporate All

Application Symantec Antivirus 10.1 mr7 corporate All

Application Symantec Antivirus 10.1.0.1 All corporate All

Application Symantec Antivirus 10.1.4 All corporate All

Application Symantec Antivirus 10.1.4.1 All corporate All
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Application Symantec Antivirus 10.1.5 All corporate All

Application Symantec Antivirus 10.1.5.1 All corporate All

Application Symantec Antivirus 10.1.6 All corporate All

Application Symantec Antivirus 10.1.6.1 All corporate All

Application Symantec Antivirus 10.1.7 All corporate All

Application Symantec Antivirus 10.2 All corporate All

Application Symantec Antivirus 10.2 mr2 corporate All

Application Symantec Antivirus 10.2 mr3 corporate All

Application Symantec Client Security 3.0 All All All

Application Symantec Client Security 3.0 mr1 All All

Application Symantec Client Security 3.0 mr2 All All

Application Symantec Client Security 3.0.0.359 All All All

Application Symantec Client Security 3.0.1.1000 All All All

Application Symantec Client Security 3.0.1.1007 All All All

Application Symantec Client Security 3.0.1.1008 All All All

Application Symantec Client Security 3.0.2 All All All

Application Symantec Client Security 3.0.2.2000 All All All

Application Symantec Client Security 3.0.2.2001 All All All

Application Symantec Client Security 3.0.2.2010 All All All

Application Symantec Client Security 3.0.2.2011 All All All

Application Symantec Client Security 3.0.2.2020 All All All

Application Symantec Client Security 3.0.2.2021 All All All

Application Symantec Client Security 3.1 All All All

Application Symantec Client Security 3.1 mr4 All All

Application Symantec Client Security 3.1 mr5 All All

Application Symantec Client Security 3.1 mr7 All All

Application Symantec Client Security 3.1.0.396 All All All

Application Symantec Client Security 3.1.0.401 All All All

Application Symantec Client Security 3.1.394 All All All

Application Symantec Client Security 3.1.400 All All All

Application Symantec Client Security 3.1.401 All All All

Application Symantec Client Security 3.0 All All All

Application Symantec Client Security 3.0 mr1 All All

Application Symantec Client Security 3.0 mr2 All All

Application Symantec Client Security 3.0.0.359 All All All

Application Symantec Client Security 3.0.1.1000 All All All
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Application Symantec Client Security 3.0.1.1000 All All All

Application Symantec Client Security 3.0.1.1007 All All All

Application Symantec Client Security 3.0.1.1008 All All All

Application Symantec Client Security 3.0.2 All All All

Application Symantec Client Security 3.0.2.2000 All All All

Application Symantec Client Security 3.0.2.2001 All All All

Application Symantec Client Security 3.0.2.2010 All All All

Application Symantec Client Security 3.0.2.2011 All All All

Application Symantec Client Security 3.0.2.2020 All All All

Application Symantec Client Security 3.0.2.2021 All All All

Application Symantec Client Security 3.1 All All All

Application Symantec Client Security 3.1 mr4 All All

Application Symantec Client Security 3.1 mr5 All All

Application Symantec Client Security 3.1 mr7 All All

Application Symantec Client Security 3.1.0.396 All All All

Application Symantec Client Security 3.1.0.401 All All All

Application Symantec Client Security 3.1.394 All All All

Application Symantec Client Security 3.1.400 All All All

Application Symantec Client Security 3.1.401 All All All

Application Symantec Endpoint Protection 11.0 All All All

Application Symantec Endpoint Protection 11.0 All All All

References

Reference

Symantec Products Scanning Bypass Weakness - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

Symantec AntiVirus Scan Evasion Vulnerability

62414

SecurityTracker.com Archives - Symantec AntiVirus Event Management Flaw Lets Remote Users Bypass On-Demand Scanning

Security Advisories Relating to Symantec Products - Symantec Event Manipulation Potential Scan Bypass - 2010-02-17T15:36:27 PST | Symantec

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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