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Multiple stack-based buffer overflows in Intel Alert Management System (aka AMS or AMS2), as used in Symantec AntiVir.
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Problem Types: CWE-119
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Application Symantec Antivirus 10.1 mp1 corporate All
Application Symantec Antivirus 10.1 mr4 corporate All
Application Symantec Antivirus 10.1 mr5 corporate All
Application Symantec Antivirus 10.1 mré corporate All
Application Symantec Antivirus 10.1 mr7 corporate All
Application Symantec Antivirus 10.1.0.1 All corporate All
Application Symantec Antivirus 10.1.4 All corporate All
Application Symantec Antivirus 10.1.4.1 All corporate All
Application Symantec Antivirus 10.1.5 All corporate All
Application Symantec Antivirus 10.1.5.1 All corporate All
Application Symantec Antivirus 10.1.6 All corporate All
Application Symantec Antivirus 10.1.6.1 All corporate All
Application Symantec Antivirus 10.1.7 All corporate All
Application Symantec Antivirus 10.1.8 All corporate All
Application Symantec Antivirus 10.1.9 All corporate All
Application Symantec Antivirus 10.2 All corporate All
Application Symantec Antivirus 10.2 mr2 corporate All
Application Symantec Antivirus 10.2 mr3 corporate All
Application Symantec Antivirus Central Quarantine Server 35 All All All
Application Symantec Antivirus Central Quarantine Server 3.6 All All All
Application Symantec Antivirus Central Quarantine Server 3.5 All All All
Application Symantec Antivirus Central Quarantine Server 3.6 All All All
Application Symantec System Center 10.0 All All All
Application Symantec System Center 10.1 All All All
Application Symantec System Center 10.0 All All All
Application Symantec System Center 10.1 All All All
Reference

IBM X-Force Exchange

45936

Symantec Antivirus Corporate Edition Intel AMS Service Lets Remote Users Execute Arbitrary Code - Security Tracker
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Zero Day Initiative

Zero Day Initiative

Symantec Products Intel Alert Management System Multiple Vulnerabilities - Advisories - Community
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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