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CVE-2010-0120

PUBLIC

PSIRT-CNA@flexerasoftware.com

CVE Program / NVD first with legacy fallback
2010-08-30 20:00:00 UTC

2017-09-19 01:30:00 UTC

Heap-based buffer overflow in RealNetworks RealPlayer 11.0 through 11.1 and RealPlayer SP 1.0 through 1.1.4 on Windo

Risk And Classification
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Operating System

Operating System

Vendor Product Version Update Edition Language
Microsoft Windows All All All All
Microsoft Windows All All All All
Realnetworks Realplayer 11.0 All All All
Realnetworks Realplayer 11.1 All All All
Realnetworks Realplayer 11.0 All All All
Realnetworks Realplayer 11.1 All All All
Realnetworks Realplayer Sp 1.0.0 All All All
Realnetworks Realplayer Sp 1.0.1 All All All
Realnetworks Realplayer Sp 1.0.2 All All All
Realnetworks Realplayer Sp 1.0.5 All All All
Realnetworks Realplayer Sp 1.1 All All All
Realnetworks Realplayer Sp 1.1.1 All All All
Realnetworks Realplayer Sp 1.1.2 All All All
Realnetworks Realplayer Sp 1.1.3 All All All
Realnetworks Realplayer Sp 1.1.4 All All All
Realnetworks Realplayer Sp 1.0.0 All All All
Realnetworks Realplayer Sp 1.0.1 All All All


https://cve.report/
https://cve.report/CVE-2010-0120/mitre
https://cve.report/CVE-2010-0120/nist
https://cve.report/CVE-2010-0120/cve_org
https://cve.report/api/cve/CVE-2010-0120.json
https://cve.report/CVE-2010-0120.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer_sp

Application Realnetworks Realplayer Sp
Application Realnetworks Realplayer Sp
Application Realnetworks Realplayer Sp
Application Realnetworks Realplayer Sp
Application Realnetworks Realplayer Sp
Application Realnetworks Realplayer Sp
Application Realnetworks Realplayer Sp

1.0.2

1.0.5

1.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

RealPlayer Multiple Vulnerabilities - Advisories - Community
Repository / Oval Repository

RealPlayer and StarSearch by Real Official Homepage — Real.com
About Secunia Research | Flexera

IBM X-Force Exchange

RealPlayer SP Multiple Vulnerabilities - Advisories - Community
CVE Program record

NVD vulnerability detail

4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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