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Summary

CVE CVE-2010-0129

State PUBLISHED

Assigner flexera

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-13 17:30:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description Multiple integer overflows in Adobe Shockwave Player before 11.5.7.609 allow remote attackers to cause a denial of service (memory corruption) or possibly execute arbitrary code via a crafted .dir (aka Director) file that triggers an array index error.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-190 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 9.3 AV:N/AC:M/Au:N/C:C/I:C/A:C

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2010-0129/mitre
https://cve.report/CVE-2010-0129/nist
https://cve.report/CVE-2010-0129/cve_org
https://cve.report/api/cve/CVE-2010-0129.json
https://cve.report/CVE-2010-0129.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Shockwave Player All All All All

Operating System Apple Macos All All All All

Operating System Microsoft Windows All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108 www.vupen.com

Adobe Shockwave Player Director File Multiple Remote Code Execution Vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

Research - Community af854a3a-2127-422b-91ae-364da2661108 secunia.com

Public Advisory: 05.11.10 // iDefense Labs af854a3a-2127-422b-91ae-364da2661108 labs.idefense.com

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108 oval.cisecurity.org

Adobe - Security Bulletins: APSB10-12 - Security update available for Shockwave Player af854a3a-2127-422b-91ae-364da2661108 www.adobe.com

SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

如流，新一代智能工作平台 af854a3a-2127-422b-91ae-364da2661108 hi.baidu.com

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete

http://cve.report/vendor/adobe
http://cve.report/software/adobe/shockwave_player
http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.vupen.com/english/advisories/2010/1128
http://www.securityfocus.com/bid/40082
http://secunia.com/secunia_research/2010-20/
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=869
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7134
http://www.adobe.com/support/security/bulletins/apsb10-12.html
http://www.securityfocus.com/archive/1/511256/100/0/threaded
http://hi.baidu.com/fs_fx/blog/item/fa74a61705b5e24621a4e951.html


SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3a-2127-422b-91ae-364da2661108 archives.neohapsis.com

Adobe Shockwave Player Multiple Vulnerabilities - Advisories - Community af854a3a-2127-422b-91ae-364da2661108 secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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