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Summary

CVE CVE-2010-0138

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-21 22:30:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description Buffer overflow in Cisco CiscoWorks Internetwork Performance Monitor (IPM) 2.6 and earlier on Windows, as distributed in CiscoWorks LAN Management Solution (LMS), allows remote attackers to execute arbitrary code via a malformed getProcessName CORBA General Inter-ORB Protocol (GIOP) request, related to a "third-party component," aka Bug ID CSCsv62350.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Ciscoworks Internetwork Performance Monitor 2.4 All All All

Application Cisco Ciscoworks Internetwork Performance Monitor 2.5 All All All

Application Cisco Ciscoworks Internetwork Performance Monitor 2.4 All All All

Application Cisco Ciscoworks Internetwork Performance Monitor 2.5 All All All

Application Cisco Ciscoworks Internetwork Performance Monitor All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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