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AVNACLAUNCCICAC Certain versions of Ubuntu Linux from Canonical contain the following
’ vulnerability:

The browser engine in Mozilla Firefox 3.0.x before 3.0.18 and 3.5.x
before 3.5.8, Thunderbird before 3.0.2, and SeaMonkey before 2.0.3
allows remote attackers to cause a denial of service (memory
corruption and application crash) or possibly execute arbitrary code via
vectors related to the nsBlockFrame::StealFrame function in
layout/generic/nsBlockFrame.cpp, and unspecified other vectors.

CVE-2010-0159 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10-HIGH |
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501934 — Crash [@ Issue Tracking {2y CONFIRM bugzilla.mozilla.org/show_bug.cgi?
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467005 — Double items in layout when alert() called Issue Tracking 23 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
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bugzilla.mozilla.org

text/html
528300 — Crash [@ Issue Tracking ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
txExecutionState::~txExecutionState] Vendor Advisory id=528300

bugzilla.mozilla.org
text/html

Support | Red Hat Third Party Advisory & REDHAT RHSA-2010:0153
www.redhat.com
text/html

Support Third Party Advisory & REDHAT RHSA-2010:0154

www.redhat.com
text/html

Support / Security / Advisories / / MDVSA-2010:042 | Third Party Advisory & MANDRIVA MDVSA-2010:042

Mandriva www.mandriva.com
text/html

rhn.redhat.com | Red Hat Support Third Party Advisory & REDHAT RHSA-2010:0112

www.redhat.com
text/html

527567 — Crash @ Issue Tracking ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
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http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035367.html
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USN-895-1: Firefox 3.0 and Xulrunner 1.9
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Debian -- Security Information -- DSA-1999-1
xulrunner

Repository / Oval Repository

528134 — inDOMUils::GetRuleNodeForContent can
hand back a dead rulenode

534082 — Crash at Wikipedia with -moz-column and
list-item [@ nsLineBox::MarkDirty()] [@
nsBlockFrame::DoRemoveFrame(nslFrame®,
unsigned int)]

rhn.redhat.com | Red Hat Support

Fedora update for thunderbird - Secunia.com

[security-announce] SUSE Security Announcement:
Mozilla Firefox (SUSE-SA

USN-896-1: Firefox 3.5 and Xulrunner 1.9.1

vulnerabilities | Ubuntu

Repository / Oval Repository

[SECURITY] Fedora 12 Update: thunderbird-3.0.2-
1.fc12

530880 — Crashes [@ nslIFrame::GetStyleDisplay() ]
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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