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Summary

CVE CVE-2010-0168

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-03-25 21:00:00 UTC

Updated 2017-09-19 01:30:00 UTC

Description The nsDocument::MaybePreLoadImage function in content/base/src/nsDocument.cpp in the image-preloading implementation in Mozilla Firefox 3.6 before 3.6.2 does not apply scheme restrictions and policy restrictions to the image's URL, which might allow remote attackers to cause a denial of service (application crash or hang) or hijack the functionality of the browser's add-ons via a crafted SRC attribute of an IMG element, as demonstrated by remote command execution through an ssh: URL in a configuration that supports gnome-vfs with a nonstandard network.gnomevfs.supported-protocols setting.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 3.6 All All All

Application Mozilla Firefox 3.6.1 All All All

Application Mozilla Firefox 3.6 All All All

Application Mozilla Firefox 3.6.1 All All All

References

Reference Source Link

Repository / Oval Repository OVAL oval.cisecurity.org

540642 – (CVE-2010-0168) nsDocument::MaybePreLoadImage doesn't play nicely with nsIContentPolicy CONFIRM bugzilla.mozilla.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

MFSA 2010-13: Content policy bypass with image preloading CONFIRM www.mozilla.org

Security Advisories | Mandriva Linux MANDRIVA www.mandriva.com

RETIRED: Mozilla Firefox Thunderbird and Seamonkey MFSA 2010-09 through -15 Multiple Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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