VE-2010-017

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2010-0173
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-05 17:30:00 UTC
Updated 2026-04-29 01:13:23 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 3.5.9 and 3.6.x before 3.6.2, Thunderbird

/ ]

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
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Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:M/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.1 All All All
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Application Mozilla Thunderbird 1.5.0.7 All All All
Application Mozilla Thunderbird 1.5.0.8 All All All
Application Mozilla Thunderbird 1.5.0.9 All All All
Application Mozilla Thunderbird 1.51 All All All
Application Mozilla Thunderbird 15.2 All All All
Application Mozilla Thunderbird 2.0 All All All
Application Mozilla Thunderbird 2.0.0.0 All All All
Application Mozilla Thunderbird 2.0.0.1 All All All
Application Mozilla Thunderbird 2.0.0.12 All All All
Application Mozilla Thunderbird 2.0.0.14 All All All
Application Mozilla Thunderbird 2.0.0.16 All All All
Application Mozilla Thunderbird 2.0.0.17 All All All
Application Mozilla Thunderbird 2.0.0.18 All All All
Application Mozilla Thunderbird 2.0.0.19 All All All
Application Mozilla Thunderbird 2.0.0.2 All All All
Application Mozilla Thunderbird 2.0.0.21 All All All
Application Mozilla Thunderbird 2.0.0.22 All All All
Application Mozilla Thunderbird 2.0.0.23 All All All
Application Mozilla Thunderbird 2.0.0.3 All All All
Application Mozilla Thunderbird 2.0.0.4 All All All
Application Mozilla Thunderbird 2.0.05 All All All
Application Mozilla Thunderbird 2.0.0.6 All All All
Application Mozilla Thunderbird 2.0.0.7 All All All
Application Mozilla Thunderbird 2.0.0.8 All All All
Application Mozilla Thunderbird 2.0.0.9 All All All
Application Mozilla Thunderbird 3.0.1 All All All
Application Mozilla Thunderbird 3.0.2 All All All
Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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[SECURITY] Fedora 11 Update: thunderbird-3.0.4-1.fc11
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[security-announce] SUSE Security Summary Report: SUSE-SR:2010:013

Fedora update for thunderbird and sunbird - Advisories - Community

542136 — "ASSERTION: Incorrect aState.mPrevChild before inserting line at end"

Webmail - OVH

488850 — Crash [@ nsRootBoxFrame::RemoveFrame][@ nsFrame::Destroy][@@0x0 | nsFrameList::DestroyFrames()] with popup, menuitem
Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Community

USN-921-1: Firefox 3.5 and Xulrunner vulnerabilities | Ubuntu

[SECURITY] Fedora 12 Update: thunderbird-3.0.4-1.fc12

Security Advisories | Mandriva Linux

Ubuntu update for firefox and xulrunner - Advisories - Community

Mozilla Firefox Multiple Vulnerabilities - Advisories - Community

SecurityTracker.com Archives - Mozilla Firefox Browser Engine Bugs Let Remote Users Execute Arbitrary Code
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

499862 — "ASSERTION: invalid array index" with overflow:scroll, float:left, text-transform, changing <style>
Repository / Oval Repository

MFSA 2010-16: Crashes with evidence of memory corruption (rv:1.9.2.2/ 1.9.1.9/ 1.9.0.19)

491722 — nsObjectFrame doesn't properly handle NPP_New failing for NP_FULL [@libgobject-2.0.s0.0.2000.1@0x29302 ]
IBM X-Force Exchange

Mozilla Thunderbird Multiple Vulnerabilities - Advisories - Community

SecurityTracker.com Archives - Mozilla Thunderbird Browser Engine Bugs Let Remote Users Execute Arbitrary Code
496011 — Crash [@ nsTextControlFrame::CalclntrinsicSize] with execCommand inserthtml {ib} and undo

CVE Program record

NVD vulnerability detail
4] H 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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