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Summary

CVE CVE-2010-0180

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-28 17:30:00 UTC

Updated 2010-06-28 17:30:00 UTC

Description Install/Filesystem.pm in Bugzilla 3.5.1 through 3.6 and 3.7, when use_suexec is enabled, uses world-readable permissions for the localconfig files, which allows local users to read sensitive configuration fields, as demonstrated by the database password field and the site_wide_secret field.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Bugzilla 3.5.1 All All All

Application Mozilla Bugzilla 3.5.2 All All All

Application Mozilla Bugzilla 3.5.3 All All All

Application Mozilla Bugzilla 3.6 All All All

Application Mozilla Bugzilla 3.7 All All All

Application Mozilla Bugzilla 3.5.1 All All All

Application Mozilla Bugzilla 3.5.2 All All All

Application Mozilla Bugzilla 3.5.3 All All All

Application Mozilla Bugzilla 3.6 All All All

Application Mozilla Bugzilla 3.7 All All All

References

Reference Source Link

Bugzilla 'localconfig' Information Disclosure Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Bugzilla "Time-Tracking" and "localconfig" Information Disclosure - Advisories - Community SECUNIA secunia.com

561797 – (CVE-2010-0180) [SECURITY] checksetup.pl with $use_suexec=1 sets localconfig as world readable CONFIRM bugzilla.mozilla.org

https://cve.report/
https://cve.report/CVE-2010-0180/mitre
https://cve.report/CVE-2010-0180/nist
https://cve.report/CVE-2010-0180/cve_org
https://cve.report/api/cve/CVE-2010-0180.json
https://cve.report/CVE-2010-0180.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/bugzilla
http://www.securityfocus.com/bid/41144
http://www.vupen.com/english/advisories/2010/1595
http://secunia.com/advisories/40300
https://bugzilla.mozilla.org/show_bug.cgi?id=561797


3.2.6, 3.4.6, 3.6.0, and 3.7 Security Advisory :: Bugzilla :: bugzilla.org CONFIRM www.bugzilla.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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