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CVE CVE-2010-0205
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-03-03 19:30:00 UTC
Updated 2026-04-29 01:13:23 UTC

Description The png_decompress_chunk function in pngrutil.c in libpng 1.0.x before 1.0.53, 1.2.x before 1.2.43, and 1.4.x before 1.4.1 ¢

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-400 | n/a

CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libpng Libpng All All All All


https://cve.report/
https://cve.report/CVE-2010-0205/mitre
https://cve.report/CVE-2010-0205/nist
https://cve.report/CVE-2010-0205/cve_org
https://cve.report/api/cve/CVE-2010-0205.json
https://cve.report/CVE-2010-0205.pdf
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:013
About the security content of Mac OS X v10.6.5 and Security Update 2010-007
USN-913-1: libpng vulnerabilities | Ubuntu

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:012
[SECURITY] Fedora 11 Update: libpng10-1.0.53-1.fc11

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

LIBPNG

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
APPLE-SA-2010-11-10-1 Mac OS X v10.6.5 and Security Update 2010-007
[SECURITY] Fedora 13 Update: libpng10-1.0.53-1.fc13

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

Debian update for libpng - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[SECURITY] Fedora 13 Update: libpng-1.2.43-1.fc13

SecurityTracker.com Archives - libpng Decompression Process May Let Remote Users Deny Service
US-CERT Vulnerability Note VU#576029

libpng Ancillary Chunks "Decompression Bomb" Denial of Service - Advisories - Community
Debian -- Security Information -- DSA-2032-1 libpng

Libpng 'png_decompress_chunk()' Function Denial of Service Vulnerability
VMSA-2010-0014

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
osvdb.org/62670

VMware Update for Workstation and Player - Advisories - Community

LIBPNG

[SECURITY] Fedora 12 Update: libpng10-1.0.53-1.fc12
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[Security-announce] VMSA-2010-0014 VMware Workstation, Player, and ACE address several security issues
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.vmware.com/pipermail/security-announce/2010/000105.html
http://lists.opensuse.org/opensuse-security-announce/2010-06/msg00001.html
http://support.apple.com/kb/HT4435
http://ubuntu.com/usn/usn-913-1
http://lists.opensuse.org/opensuse-security-announce/2010-05/msg00002.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-March/037364.html
http://www.vupen.com/english/advisories/2010/0605
http://libpng.sourceforge.net/ADVISORY-1.4.1.html
http://www.vupen.com/english/advisories/2010/0686
http://lists.apple.com/archives/security-announce/2010//Nov/msg00000.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-March/037237.html
http://www.vupen.com/english/advisories/2010/0847
https://exchange.xforce.ibmcloud.com/vulnerabilities/56661
http://secunia.com/advisories/39251
http://www.vupen.com/english/advisories/2010/2491
http://lists.fedoraproject.org/pipermail/package-announce/2010-March/037607.html
http://www.securitytracker.com/id?1023674
http://www.kb.cert.org/vuls/id/576029
http://secunia.com/advisories/38774
http://www.debian.org/security/2010/dsa-2032
http://www.securityfocus.com/bid/38478
http://www.vmware.com/security/advisories/VMSA-2010-0014.html
http://www.vupen.com/english/advisories/2010/0626
http://www.vupen.com/english/advisories/2010/0667
http://www.vupen.com/english/advisories/2010/0682
http://osvdb.org/62670
http://secunia.com/advisories/41574
http://libpng.sourceforge.net/decompression_bombs.html
http://lists.fedoraproject.org/pipermail/package-announce/2010-March/037355.html

[SECUriLy-drrourice] SQUSE SECUrILy SUITITIAIY Report. SUSE-Or.£UIV.U I | dlod4dod-£ 1 £/ -4££D-9 1dE-3
Support / Security / Advisories / / MDVSA-2010:063 | Mandriva af854a3a-2127-422b-91ae-3
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-3
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-3
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-3
Support / Security / Advisories / / MDVSA-2010:064 | Mandriva af854a3a-2127-422b-91ae-3
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4] |

Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-07-14 Tomas Hoger This issue has been addressed in Red Hat Enterprise Linux 3, 4, and 5 via https://rhn.redhat.cc

/| |

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://lists.opensuse.org/opensuse-security-announce/2010-05/msg00001.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:063
http://www.vupen.com/english/advisories/2010/0637
http://www.vupen.com/english/advisories/2010/0517
http://www.vupen.com/english/advisories/2010/1107
http://www.mandriva.com/security/advisories?name=MDVSA-2010:064
https://www.cve.org/CVERecord?id=CVE-2010-0205
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