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Summary

CVE CVE-2010-0211

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-28 12:48:00 UTC

Updated 2024-01-21 01:35:00 UTC

Description The slap_modrdn2mods function in modrdn.c in OpenLDAP 2.4.22 does not check the return value of a call to the smr_normalize function, which allows remote attackers to cause a denial of service (segmentation fault) and possibly execute arbitrary code via a modrdn call with an RDN string containing invalid UTF-8 sequences, which triggers a free of an invalid, uninitialized pointer in the slap_mods_free function, as demonstrated using the Codenomicon LDAPv3 test suite.

Risk And Classification

Problem Types: CWE-252

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X Server All All All All

Application Openldap Openldap 2.4.22 All All All

Application Openldap Openldap 2.4.22 All All All

Operating System Opensuse Opensuse 11.0 All All All

Operating System Vmware Esxi 4.0 All All All

Operating System Vmware Esxi 4.1 All All All
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SecurityFocus BUGTRAQ

Gentoo Linux Documentation -- OpenLDAP: Multiple vulnerabilities GENTOO
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Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView CONFIRM

VMSA-2011-0001 CONFIRM

About the security content of Mac OS X v10.6.5 and Security Update 2010-007 CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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