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CVE CVE-2010-0212
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-07-28 12:48:51 UTC
Updated 2026-04-29 01:13:23 UTC
Description OpenLDAP 2.4.22 allows remote attackers to cause a denial of service (crash) via a modrdn call with a zero-length RDN de

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openldap Openldap 2.4.22 All All All


https://cve.report/
https://cve.report/CVE-2010-0212/mitre
https://cve.report/CVE-2010-0212/nist
https://cve.report/CVE-2010-0212/cve_org
https://cve.report/api/cve/CVE-2010-0212.json
https://cve.report/CVE-2010-0212.pdf
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

VMware ESX Console OS (COS) Multiple Vulnerabilities - Advisories - Community
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014

SecurityFocus

About the security content of Mac OS X v10.6.5 and Security Update 2010-007

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

APPLE-SA-2010-11-10-1 Mac OS X v10.6.5 and Security Update 2010-007
SecurityTracker.com Archives - OpenLDAP Bugs in slap_mods_free() and IA5StringNormalize() Let Remote Users Execute Arbitrary Code
OpenLDAP "modrdn" Two Vulnerabilities - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

OpenLDAP ITS - Software Bugs/6570

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMSA-2011-0001

Red Hat update for openldap - Secunia.com

Support

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView
OpenLDAP 'modrdn' Request Multiple Vulnerabilities

2016-04 Security Bulletin: CTP Series: Multiple vulnerabilities in CTP Series - Juniper Networks
Gentoo Linux Documentation -- OpenLDAP: Multiple vulnerabilities

CVE Program record

NVD vulnerability detail

4] H

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.


http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/42787
http://lists.opensuse.org/opensuse-security-announce/2010-08/msg00001.html
http://www.securityfocus.com/archive/1/515545/100/0/threaded
http://support.apple.com/kb/HT4435
http://www.vupen.com/english/advisories/2010/1858
http://lists.apple.com/archives/security-announce/2010//Nov/msg00000.html
http://www.securitytracker.com/id?1024221
http://secunia.com/advisories/40639
http://www.vupen.com/english/advisories/2010/1849
http://www.openldap.org/its/index.cgi/Software%20Bugs?id=6570
http://www.vupen.com/english/advisories/2011/0025
http://www.vmware.com/security/advisories/VMSA-2011-0001.html
http://secunia.com/advisories/40687
http://www.redhat.com/support/errata/RHSA-2010-0542.html
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
http://www.securityfocus.com/bid/41770
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10735
http://security.gentoo.org/glsa/glsa-201406-36.xml
https://www.cve.org/CVERecord?id=CVE-2010-0212
https://nvd.nist.gov/vuln/detail/CVE-2010-0212
https://cve.report/
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