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Summary

CVE CVE-2010-0219

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-10-18 17:00:00 UTC

Updated 2018-10-10 19:51:00 UTC

Description Apache Axis2, as used in dswsbobje.war in SAP BusinessObjects Enterprise XI 3.2, CA ARCserve D2D r15, and other products, has a default password of axis2 for the admin account, which makes it easier for remote attackers to execute arbitrary code by uploading a crafted web service.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Axis2 1.3 All All All

Application Apache Axis2 1.4 All All All

Application Apache Axis2 1.4.1 All All All

Application Apache Axis2 1.5 All All All

Application Apache Axis2 1.5.1 All All All

Application Apache Axis2 1.5.2 All All All

Application Apache Axis2 1.6 All All All

Application Apache Axis2 1.3 All All All

Application Apache Axis2 1.4 All All All

Application Apache Axis2 1.4.1 All All All

Application Apache Axis2 1.5 All All All

Application Apache Axis2 1.5.1 All All All

Application Apache Axis2 1.5.2 All All All

Application Apache Axis2 1.6 All All All

Application Sap Businessobjects 3.2 All enterprise_xi All

Application Sap Businessobjects 3.2 All enterprise_xi All
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Reference Source Link

CA ARCserve D2D Axis2 Default Account Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

CA ARCserve D2D r15 Web Service Servlet Code Execution EXPLOIT-DB www.exploit-db.com

SAP BusinessObjects Axis2 Default Admin Password | Rapid7 MISC www.rapid7.com

Error 404 :( MISC retrogod.altervista.org

SecurityFocus BUGTRAQ www.securityfocus.com
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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spl0it.org/files/talks/source_barcelona10/Hacking%20SAP%20BusinessObject... MISC spl0it.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

- Juniper Networks CONFIRM kb.juniper.net

service.sap.com/sap/support/notes/1432881 MISC service.sap.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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