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CVE CVE-2010-0277
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-09 18:30:01 UTC
Updated 2026-04-23 00:35:47 UTC
Description slp.c in the MSN protocol plugin in libpurple in Pidgin before 2.6.6, including 2.6.4, and Adium 1.3.8 allows remote attackers

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adium Adium 1.3.8 All All All


https://cve.report/
https://cve.report/CVE-2010-0277/mitre
https://cve.report/CVE-2010-0277/nist
https://cve.report/CVE-2010-0277/cve_org
https://cve.report/api/cve/CVE-2010-0277.json
https://cve.report/CVE-2010-0277.pdf
http://cve.report/vendor/adium
http://cve.report/software/adium/adium

Application Pidgin Pidgin 2.0.0 All All All
Application Pidgin Pidgin 2.0.1 All All All
Application Pidgin Pidgin 2.0.2 All All All
Application Pidgin Pidgin 2.1.0 All All All
Application Pidgin Pidgin 2141 All All All
Application Pidgin Pidgin 2.2.0 All All All
Application Pidgin Pidgin 2.2.1 All All All
Application Pidgin Pidgin 222 All All All
Application Pidgin Pidgin 2.3.0 All All All
Application Pidgin Pidgin 2.3.1 All All All
Application Pidgin Pidgin 2.4.0 All All All
Application Pidgin Pidgin 2.4.1 All All All
Application Pidgin Pidgin 242 All All All
Application Pidgin Pidgin 2.4.3 All All All
Application Pidgin Pidgin 2.5.0 All All All
Application Pidgin Pidgin 2.5.1 All All All
Application Pidgin Pidgin 25.2 All All All
Application Pidgin Pidgin 253 All All All
Application Pidgin Pidgin 254 All All All
Application Pidgin Pidgin 255 All All All
Application Pidgin Pidgin 2.5.6 All All All
Application Pidgin Pidgin 2.5.7 All All All
Application Pidgin Pidgin 258 All All All
Application Pidgin Pidgin 259 All All All
Application Pidgin Pidgin 2.6.0 All All All
Application Pidgin Pidgin 2.6.1 All All All
Application Pidgin Pidgin 26.2 All All All
Application Pidgin Pidgin 2.6.4 All All All
Application Pidgin Pidgin All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Reference Source Link
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|SELVURILT Y] Fedord 1£ upudle. plaglin-£.0.0-1.1C1£

Red Hat update for pidgin - Advisories - Community

Webmail - OVH

Pidgin Security Advisories

Webmail - OVH

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:006
Changelog — Pidgin — Trac

Pidgin Multiple Denial of Service Weaknesses - Advisories - Community
404 Not Found

26C3: cat /proc/sys/net/ipv4/fuckups

Sun Solaris Pidgin SLP Message Denial of Service Weakness - Advisories - Community

oss-security - Re: CVE request - pidgin MSN arbitrary file upload
[SECURITY] Fedora 13 Update: pidgin-2.6.6-1.fc13

Pidgin Multiple Denial of Service Vulnerabilities

Repository / Oval Repository

Support / Security / Advisories / / MDVSA-2010:041 | Mandriva
rhn.redhat.com | Red Hat Support

Ubuntu update for pidgin - Advisories - Community

Repository / Oval Repository

Fedora update for pidgin - Advisories - Community

Webmail - OVH

Bug 554335 — CVE-2010-0277 pidgin MSN protocol plugin memory corruption
SUSE Update for Multiple Packages - Advisories - Community
Support / Security / Advisories / / MDVSA-2010:085 | Mandriva
[SECURITY] Fedora 11 Update: pidgin-2.6.6-1.fc11

USN-902-1: Pidgin vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail
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Statement

Organization Published Contributor

Red Hat

4] |

There are currently no legacy QID mappings associated with this CVE.

2010-02-22 Tomas Hoger This issue was addressed for Red Hat Enterprise Linux 4 and 5 via https://rhn.redhat.com/errat
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http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035409.html
http://secunia.com/advisories/38640
http://www.vupen.com/english/advisories/2010/2693
http://pidgin.im/news/security/?id=43
http://www.vupen.com/english/advisories/2010/1020
http://lists.opensuse.org/opensuse-security-announce/2010-03/msg00004.html
http://developer.pidgin.im/wiki/ChangeLog
http://secunia.com/advisories/38563
http://blogs.sun.com/security/entry/cve_2010_0277_malformed_msn
http://events.ccc.de/congress/2009/Fahrplan/events/3596.en.html
http://secunia.com/advisories/41868
http://www.openwall.com/lists/oss-security/2010/01/07/2
http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035347.html
http://www.securityfocus.com/bid/38294
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A18348
http://www.mandriva.com/security/advisories?name=MDVSA-2010:041
https://rhn.redhat.com/errata/RHSA-2010-0115.html
http://secunia.com/advisories/38658
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9421
http://secunia.com/advisories/38712
http://www.vupen.com/english/advisories/2010/0413
https://bugzilla.redhat.com/show_bug.cgi?id=554335
http://secunia.com/advisories/38915
http://www.mandriva.com/security/advisories?name=MDVSA-2010:085
http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035332.html
http://www.ubuntu.com/usn/USN-902-1
https://www.cve.org/CVERecord?id=CVE-2010-0277
https://nvd.nist.gov/vuln/detail/CVE-2010-0277
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