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Summary

CVE CVE-2010-0289

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-15 18:30:00 UTC

Updated 2019-09-23 18:13:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in the ACL Manager plugin (plugins/acl/ajax.php) in DokuWiki before 2009-12-25c allow remote attackers to hijack the authentication of administrators for requests that modify access control rules, and other unspecified requests, via unknown vectors.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dokuwiki Dokuwiki 2004-07-04 All All All

Application Dokuwiki Dokuwiki 2004-07-07 All All All

Application Dokuwiki Dokuwiki 2004-07-12 All All All

Application Dokuwiki Dokuwiki 2004-07-21 All All All

Application Dokuwiki Dokuwiki 2004-07-25 All All All

Application Dokuwiki Dokuwiki 2004-08-08 All All All

Application Dokuwiki Dokuwiki 2004-08-15a All All All

Application Dokuwiki Dokuwiki 2004-08-22 All All All

Application Dokuwiki Dokuwiki 2004-09-12 All All All

Application Dokuwiki Dokuwiki 2004-09-25 All All All

Application Dokuwiki Dokuwiki 2004-09-30 All All All

Application Dokuwiki Dokuwiki 2004-11-01 All All All

Application Dokuwiki Dokuwiki 2004-11-02 All All All

Application Dokuwiki Dokuwiki 2004-11-10 All All All

Application Dokuwiki Dokuwiki 2005-01-14 All All All

Application Dokuwiki Dokuwiki 2005-01-15 All All All

Application Dokuwiki Dokuwiki 2005-01-16a All All All
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Application Dokuwiki Dokuwiki 2005-01-16a All All All

Application Dokuwiki Dokuwiki 2005-02-06 All All All

Application Dokuwiki Dokuwiki 2005-02-18 All All All

Application Dokuwiki Dokuwiki 2005-05-07 All All All

Application Dokuwiki Dokuwiki 2005-07-01 All All All

Application Dokuwiki Dokuwiki 2005-07-13 All All All

Application Dokuwiki Dokuwiki 2005-09-19 All All All

Application Dokuwiki Dokuwiki 2005-09-22 All All All

Application Dokuwiki Dokuwiki 2006-03-05 All All All

Application Dokuwiki Dokuwiki 2006-03-09 All All All

Application Dokuwiki Dokuwiki 2006-03-09e All All All

Application Dokuwiki Dokuwiki 2006-06-04 All All All
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Application Dokuwiki Dokuwiki 2005-07-13 All All All

Application Dokuwiki Dokuwiki 2005-09-19 All All All

Application Dokuwiki Dokuwiki 2005-09-22 All All All
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Application Dokuwiki Dokuwiki 2006-06-04 All All All

Application Dokuwiki Dokuwiki All All All All

References

Reference Source Link Tags

FS#1853 : CSRF Vulnerability in ACL Manager CONFIRM bugs.splitbrain.org

Debian -- Security Information -- DSA-1976-1 dokuwiki DEBIAN www.debian.org

DokuWiki Cross-Site Request Forgery Vulnerability - Advisories - Community SECUNIA secunia.com Vendor Advisory

Gentoo Linux Documentation -- DokuWiki: Multiple vulnerabilities GENTOO security.gentoo.org

[SECURITY] Fedora 11 Update: dokuwiki-0-0.4.20091225.c.fc11 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 12 Update: dokuwiki-0-0.4.20091225.c.fc12 FEDORA lists.fedoraproject.org

61708 OSVDB osvdb.org

All releases tagged security fix | freshmeat.net CONFIRM freshmeat.net

DokuWiki Security [splitbrain.org] CONFIRM www.splitbrain.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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