
CVE-2010-0290
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2010-0290

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-22 22:00:00 UTC

Updated 2026-04-29 01:13:23 UTC

Description Unspecified vulnerability in ISC BIND 9.0.x through 9.3.x, 9.4 before 9.4.3-P5, 9.5 before 9.5.2-P2, 9.6 before 9.6.1-P3, and 9.7.0 beta, with DNSSEC validation enabled and checking disabled (CD), allows remote attackers to conduct DNS cache poisoning attacks by receiving a recursive client query and sending a response that contains (1) CNAME or (2) DNAME records, which do not have the intended validation before caching, aka Bug 20737. 

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:H/Au:N/C:N/I:P/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:H/Au:N/C:N/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.0 All All All

Application Isc Bind 9.0.0 rc1 All All

Access Vector

Network

Access Complexity

High

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2010-0290/mitre
https://cve.report/CVE-2010-0290/nist
https://cve.report/CVE-2010-0290/cve_org
https://cve.report/api/cve/CVE-2010-0290.json
https://cve.report/CVE-2010-0290.pdf
http://cve.report/vendor/isc
http://cve.report/software/isc/bind


Application Isc Bind 9.0.0 rc1 All All

Application Isc Bind 9.0.0 rc2 All All

Application Isc Bind 9.0.0 rc3 All All

Application Isc Bind 9.0.0 rc4 All All

Application Isc Bind 9.0.0 rc5 All All

Application Isc Bind 9.0.0 rc6 All All

Application Isc Bind 9.0.1 All All All

Application Isc Bind 9.0.1 rc1 All All

Application Isc Bind 9.0.1 rc2 All All

Application Isc Bind 9.1 All All All

Application Isc Bind 9.1.0 rc1 All All

Application Isc Bind 9.1.1 All All All

Application Isc Bind 9.1.1 rc1 All All

Application Isc Bind 9.1.1 rc2 All All

Application Isc Bind 9.1.1 rc3 All All

Application Isc Bind 9.1.1 rc4 All All

Application Isc Bind 9.1.1 rc5 All All

Application Isc Bind 9.1.1 rc6 All All

Application Isc Bind 9.1.1 rc7 All All

Application Isc Bind 9.1.2 All All All

Application Isc Bind 9.1.2 rc1 All All

Application Isc Bind 9.1.3 All All All

Application Isc Bind 9.1.3 rc1 All All

Application Isc Bind 9.1.3 rc2 All All

Application Isc Bind 9.1.3 rc3 All All

Application Isc Bind 9.10.0 All All All

Application Isc Bind 9.10.0 a1 All All

Application Isc Bind 9.10.0 a2 All All

Application Isc Bind 9.10.0 b1 All All

Application Isc Bind 9.10.0 b2 All All

Application Isc Bind 9.10.0 p1 All All

Application Isc Bind 9.10.0 p2 All All

Application Isc Bind 9.10.0 rc1 All All

Application Isc Bind 9.10.0 rc2 All All

Application Isc Bind 9.10.1 All All All

Application Isc Bind 9.10.1 b1 All All
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Application Isc Bind 9.10.1 b1 All All

Application Isc Bind 9.10.1 b2 All All

Application Isc Bind 9.10.1 p1 All All

Application Isc Bind 9.10.1 p2 All All

Application Isc Bind 9.10.1 rc1 All All

Application Isc Bind 9.10.1 rc2 All All

Application Isc Bind 9.10.2 b1 All All

Application Isc Bind 9.10.2 p1 All All

Application Isc Bind 9.10.2 p2 All All

Application Isc Bind 9.10.2 p3 All All

Application Isc Bind 9.10.2 p4 All All

Application Isc Bind 9.10.2 rc1 All All

Application Isc Bind 9.10.2 rc2 All All

Application Isc Bind 9.10.3 All All All

Application Isc Bind 9.10.3 b1 All All

Application Isc Bind 9.10.3 p1 All All

Application Isc Bind 9.10.3 p2 All All

Application Isc Bind 9.10.3 p3 All All

Application Isc Bind 9.10.3 rc1 All All

Application Isc Bind 9.2 All All All

Application Isc Bind 9.2.0 All All All

Application Isc Bind 9.2.0 a1 All All

Application Isc Bind 9.2.0 a2 All All

Application Isc Bind 9.2.0 a3 All All

Application Isc Bind 9.2.0 b1 All All

Application Isc Bind 9.2.0 b2 All All

Application Isc Bind 9.2.0 rc1 All All

Application Isc Bind 9.2.0 rc10 All All

Application Isc Bind 9.2.0 rc2 All All

Application Isc Bind 9.2.0 rc3 All All

Application Isc Bind 9.2.0 rc4 All All

Application Isc Bind 9.2.0 rc5 All All

Application Isc Bind 9.2.0 rc6 All All

Application Isc Bind 9.2.0 rc7 All All

Application Isc Bind 9.2.0 rc8 All All

Application Isc Bind 9.2.0 rc9 All All
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Application Isc Bind 9.2.1 All All All

Application Isc Bind 9.2.1 rc1 All All

Application Isc Bind 9.2.1 rc2 All All

Application Isc Bind 9.2.2 All All All

Application Isc Bind 9.2.2 p2 All All

Application Isc Bind 9.2.2 p3 All All

Application Isc Bind 9.2.2 rc1 All All

Application Isc Bind 9.2.3 All All All

Application Isc Bind 9.2.3 rc1 All All

Application Isc Bind 9.2.3 rc2 All All

Application Isc Bind 9.2.3 rc3 All All

Application Isc Bind 9.2.3 rc4 All All

Application Isc Bind 9.2.4 All All All

Application Isc Bind 9.2.4 rc2 All All

Application Isc Bind 9.2.4 rc3 All All

Application Isc Bind 9.2.4 rc4 All All

Application Isc Bind 9.2.4 rc5 All All

Application Isc Bind 9.2.4 rc6 All All

Application Isc Bind 9.2.4 rc7 All All

Application Isc Bind 9.2.4 rc8 All All

Application Isc Bind 9.2.5 All All All

Application Isc Bind 9.2.5 b2 All All

Application Isc Bind 9.2.5 rc1 All All

Application Isc Bind 9.2.6 All All All

Application Isc Bind 9.2.6 rc1 All All

Application Isc Bind 9.2.7 All All All

Application Isc Bind 9.2.7 rc1 All All

Application Isc Bind 9.2.7 rc2 All All

Application Isc Bind 9.2.7 rc3 All All

Application Isc Bind 9.2.8 All All All

Application Isc Bind 9.2.9 All All All

Application Isc Bind 9.2.9 rc1 All All

Application Isc Bind 9.3 All All All

Application Isc Bind 9.3.0 All All All

Application Isc Bind 9.3.0 b2 All All

Application Isc Bind 9.3.0 b3 All All
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Application Isc Bind 9.3.0 b3 All All

Application Isc Bind 9.3.0 b4 All All

Application Isc Bind 9.3.0 rc1 All All

Application Isc Bind 9.3.0 rc2 All All

Application Isc Bind 9.3.0 rc3 All All

Application Isc Bind 9.3.0 rc4 All All

Application Isc Bind 9.3.1 All All All

Application Isc Bind 9.3.1 b2 All All

Application Isc Bind 9.3.1 rc1 All All

Application Isc Bind 9.3.2 All All All

Application Isc Bind 9.3.2 rc1 All All

Application Isc Bind 9.3.3 All All All

Application Isc Bind 9.3.3 rc1 All All

Application Isc Bind 9.3.3 rc2 All All

Application Isc Bind 9.3.3 rc3 All All

Application Isc Bind 9.3.4 All All All

Application Isc Bind 9.3.5 All All All

Application Isc Bind 9.3.5 rc1 All All

Application Isc Bind 9.3.5 rc2 All All

Application Isc Bind 9.3.6 All All All

Application Isc Bind 9.3.6 rc1 All All

Application Isc Bind 9.4 All All All

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.0 a1 All All

Application Isc Bind 9.4.0 a2 All All

Application Isc Bind 9.4.0 a3 All All

Application Isc Bind 9.4.0 a4 All All

Application Isc Bind 9.4.0 a5 All All

Application Isc Bind 9.4.0 a6 All All

Application Isc Bind 9.4.0 b1 All All

Application Isc Bind 9.4.0 b2 All All

Application Isc Bind 9.4.0 b3 All All

Application Isc Bind 9.4.0 b4 All All

Application Isc Bind 9.4.0 rc1 All All

Application Isc Bind 9.4.0 rc2 All All

Application Isc Bind 9.4.1 All All All
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Application Isc Bind 9.4.2 All All All

Application Isc Bind 9.4.2 rc1 All All

Application Isc Bind 9.4.2 rc2 All All

Application Isc Bind 9.4.3 All All All

Application Isc Bind 9.4.3 b1 All All

Application Isc Bind 9.4.3 b2 All All

Application Isc Bind 9.4.3 b3 All All

Application Isc Bind 9.4.3 p1 All All

Application Isc Bind 9.4.3 p2 All All

Application Isc Bind 9.4.3 p3 All All

Application Isc Bind 9.4.3 p4 All All

Application Isc Bind 9.4.3 p5 All All

Application Isc Bind 9.4.3 rc1 All All

Application Isc Bind 9.6.0 All All All

Application Isc Bind 9.6.0 a1 All All

Application Isc Bind 9.6.0 b1 All All

Application Isc Bind 9.6.0 p1 All All

Application Isc Bind 9.6.0 rc1 All All

Application Isc Bind 9.6.0 rc2 All All

Application Isc Bind 9.6.1 All All All

Application Isc Bind 9.6.1 b1 All All

Application Isc Bind 9.6.1 p1 All All

Application Isc Bind 9.6.1 p2 All All

Application Isc Bind 9.6.1 rc1 All All

Application Isc Bind 9.7.0 b1 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

'Re: [oss-security] BIND CVE-2009-4022 fix incomplete' - MARC af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Bug 557121 – CVE-2010-0290 BIND upstream fix for CVE-2009-4022 is incomplete af854a3a-2127-422b-91ae-364da2661108
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http://marc.info/?l=oss-security&m=126399602810086&w=2
http://www.vupen.com/english/advisories/2010/0622
http://www.vupen.com/english/advisories/2010/1352
https://bugzilla.redhat.com/show_bug.cgi?id=557121


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

USN-888-1: Bind vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

Oops! - ISC af854a3a-2127-422b-91ae-364da2661108

access.redhat.com af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

'[oss-security] BIND CVE-2009-4022 fix incomplete' - MARC af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

ISC BIND DNSSEC CNAME / DNAME and NXDOMAIN Cache Poisoning Vulnerabilities - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

Ubuntu update for bind9 - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

Debian update for bind9 - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

Advisories:rPSA-2010-0018 - rPath Wiki af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE Security Announcement: acoread (SUSE-SA:2010:00 af854a3a-2127-422b-91ae-364da2661108

Support / Security / Advisories / / MDVSA-2010:021 | Mandriva af854a3a-2127-422b-91ae-364da2661108

Bug 554851 – CVE-2010-0097 BIND DNSSEC NSEC/NSEC3 validation code could cause bogus NXDOMAIN responses af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-2054-1 bind9 af854a3a-2127-422b-91ae-364da2661108
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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