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Summary

CVE CVE-2010-0297

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-12 19:30:00 UTC

Updated 2023-02-13 02:21:00 UTC

Description Buffer overflow in the usb_host_handle_control function in the USB passthrough handling implementation in usb-linux.c in QEMU before 0.11.1 allows guest OS users to cause a denial of service (guest OS crash or hang) or possibly execute arbitrary code on the host OS via a crafted USB packet.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu 0.1.0 All All All

Application Qemu Qemu 0.1.1 All All All

Application Qemu Qemu 0.1.2 All All All

Application Qemu Qemu 0.1.3 All All All

Application Qemu Qemu 0.1.4 All All All

Application Qemu Qemu 0.1.5 All All All

Application Qemu Qemu 0.1.6 All All All

Application Qemu Qemu 0.10.0 All All All

Application Qemu Qemu 0.10.1 All All All

Application Qemu Qemu 0.10.2 All All All

Application Qemu Qemu 0.10.3 All All All

Application Qemu Qemu 0.10.4 All All All

Application Qemu Qemu 0.10.5 All All All

Application Qemu Qemu 0.10.6 All All All

Application Qemu Qemu 0.11.0-rc0 All All All

Application Qemu Qemu 0.11.0-rc1 All All All

Application Qemu Qemu 0.11.0-rc2 All All All
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Application Qemu Qemu 0.11.0-rc2 All All All

Application Qemu Qemu 0.2.0 All All All

Application Qemu Qemu 0.3.0 All All All

Application Qemu Qemu 0.4.0 All All All

Application Qemu Qemu 0.4.1 All All All

Application Qemu Qemu 0.4.2 All All All

Application Qemu Qemu 0.4.3 All All All

Application Qemu Qemu 0.5.0 All All All

Application Qemu Qemu 0.5.1 All All All

Application Qemu Qemu 0.5.2 All All All

Application Qemu Qemu 0.5.3 All All All

Application Qemu Qemu 0.5.4 All All All

Application Qemu Qemu 0.5.5 All All All

Application Qemu Qemu 0.6.0 All All All

Application Qemu Qemu 0.6.1 All All All

Application Qemu Qemu 0.7.0 All All All

Application Qemu Qemu 0.7.1 All All All

Application Qemu Qemu 0.7.2 All All All

Application Qemu Qemu 0.8.0 All All All

Application Qemu Qemu 0.8.1 All All All

Application Qemu Qemu 0.8.2 All All All

Application Qemu Qemu 0.9.0 All All All

Application Qemu Qemu 0.9.1 All All All

Application Qemu Qemu 0.9.1-5 All All All

Application Qemu Qemu All All All All

Application Qemu Qemu 0.1.0 All All All

Application Qemu Qemu 0.1.1 All All All

Application Qemu Qemu 0.1.2 All All All

Application Qemu Qemu 0.1.3 All All All

Application Qemu Qemu 0.1.4 All All All

Application Qemu Qemu 0.1.5 All All All

Application Qemu Qemu 0.1.6 All All All

Application Qemu Qemu 0.10.0 All All All

Application Qemu Qemu 0.10.1 All All All

Application Qemu Qemu 0.10.2 All All All

Application Qemu Qemu 0.10.3 All All All
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Application Qemu Qemu 0.10.4 All All All

Application Qemu Qemu 0.10.5 All All All

Application Qemu Qemu 0.10.6 All All All

Application Qemu Qemu 0.11.0-rc0 All All All

Application Qemu Qemu 0.11.0-rc1 All All All

Application Qemu Qemu 0.11.0-rc2 All All All

Application Qemu Qemu 0.2.0 All All All

Application Qemu Qemu 0.3.0 All All All

Application Qemu Qemu 0.4.0 All All All

Application Qemu Qemu 0.4.1 All All All

Application Qemu Qemu 0.4.2 All All All

Application Qemu Qemu 0.4.3 All All All

Application Qemu Qemu 0.5.0 All All All

Application Qemu Qemu 0.5.1 All All All

Application Qemu Qemu 0.5.2 All All All

Application Qemu Qemu 0.5.3 All All All

Application Qemu Qemu 0.5.4 All All All

Application Qemu Qemu 0.5.5 All All All

Application Qemu Qemu 0.6.0 All All All

Application Qemu Qemu 0.6.1 All All All

Application Qemu Qemu 0.7.0 All All All

Application Qemu Qemu 0.7.1 All All All

Application Qemu Qemu 0.7.2 All All All

Application Qemu Qemu 0.8.0 All All All

Application Qemu Qemu 0.8.1 All All All

Application Qemu Qemu 0.8.2 All All All

Application Qemu Qemu 0.9.0 All All All

Application Qemu Qemu 0.9.1 All All All

Application Qemu Qemu 0.9.1-5 All All All

References

Reference Source Link

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Re: KVM crashes when using certain USB device MLIST www.mail-archive.com

Re: KVM crashes when using certain USB device MISC www.mail-archive.com

KVM crashes when using certain USB device MISC www.mail-archive.com
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KVM crashes when using certain USB device MLIST www.mail-archive.com

Linux Kernel KVM Multiple Privilege Escalation and Denial of Service Vulnerabilities BID www.securityfocus.com

'[oss-security] KVM possible security issues fixed' - MARC MLIST marc.info

'Re: [oss-security] KVM possible security issues fixed' - MARC MLIST marc.info

Re: KVM crashes when using certain USB device MISC www.mail-archive.com

git.savannah.gnu.org/cgit/qemu.git/commit CONFIRM git.savannah.gnu.org

ChangeLog/0.14 - QEMU CONFIRM wiki.qemu.org

557025 – (CVE-2010-0297) CVE-2010-0297 kvm-userspace-rhel5: usb-linux.c: fix buffer overflow CONFIRM bugzilla.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

Re: KVM crashes when using certain USB device MLIST www.mail-archive.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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