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Multiple buffer overflows in the LWRES dissector in Wireshark 0.9.15 through 1.0.10 and 1.2.0 through 1.2.5 allow remote ¢
| i

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 0.9.15 All All All
Wireshark Wireshark 1.0 All All All
Wireshark Wireshark 1.0.0 All All All
Wireshark Wireshark 1.0.1 All All All
Wireshark Wireshark 1.0.10 All All All
Wireshark Wireshark 1.0.2 All All All
Wireshark Wireshark 1.0.3 All All All
Wireshark Wireshark 1.0.4 All All All
Wireshark Wireshark 1.0.5 All All All
Wireshark Wireshark 1.0.6 All All All
Wireshark Wireshark 1.0.7 All All All
Wireshark Wireshark 1.0.8 All All All
Wireshark Wireshark 1.0.9 All All All
Wireshark Wireshark 1.2 All All All
Wireshark Wireshark 1.2.0 All All All
Wireshark Wireshark 1.21 All All All
Wireshark Wireshark 1.2.2 All All All
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oss-security - Re: CVE id request: Wireshark
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IBM X-Force Exchange
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code.wireshark Code Review - wireshark.git/tree

Support / Security / Advisories / / MDVSA-2010:031 | Mandriva

Fedora update for wireshark - Advisories - Community

Wireshark Dissector LWRES Multiple Buffer Overflow Vulnerabilities
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Debian upaate tor wireshark - Advisories - community SECUNIA secunia.cc

Metasploit Penetration Testing Framework - Module Browser MISC www.mete
Wireshark - wnpa-sec-2010-01 CONFIRM WWW.Wires
Wireshark LWRES Dissector Buffer Overflow Vulnerabilities - Advisories - Community SECUNIA secunia.cc
Debian -- Security Information -- DSA-1983-1 wireshark DEBIAN www.debi:
Repository / Oval Repository OVAL oval.cisecl
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.VUPE
[SECURITY] Fedora 12 Update: wireshark-1.2.6-1.fc12 FEDORA lists.fedor:

Security Tracker.com Archives - Wireshark Buffer Overflows in LWRES Dissector Let Remote Users Deny Service SECTRACK www.secu

CVE Program record CVE.ORG WWW.CVE.(
NVD vulnerability detail NVD nvd.nist.gc

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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