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CVE CVE-2010-0310
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-14 19:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Trusted Extensions in Sun Solaris 10 allows local users to gain privileges via vectors related to omission of unspecified libre

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov
AV:L/AC:L/Au:S/C:C/I:C/A:C

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Solaris 10.0 All sparc All


https://cve.report/
https://cve.report/CVE-2010-0310/mitre
https://cve.report/CVE-2010-0310/nist
https://cve.report/CVE-2010-0310/cve_org
https://cve.report/api/cve/CVE-2010-0310.json
https://cve.report/CVE-2010-0310.pdf
http://cve.report/vendor/sun
http://cve.report/software/sun/solaris

Operating System Sun Solaris 10.0 All x86 All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Sun Solaris Trusted Extensions Missing Libraries Local Privilege Escalation Vulnerability af854a3a-2127-422
Repository / Oval Repository af854a8a-2127-422

#275410: A Security Vulnerability in Solaris Trusted Extensions due to Missing Libraries may Allow Privilege Escalation af854a3a-2127-422

sunsolve.sun.com/search/document.do af854a3a-2127-422
Solaris Trusted Extensions Missing Libraries Lets Local Users Gain Elevated Privileges - Security Tracker af854a3a-2127-422
Sun Solaris Trusted Extensions Privilege Escalation - Advisories - Community af854a8a-2127-422
CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/sun
http://cve.report/software/sun/solaris
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/37754
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8444
http://sunsolve.sun.com/search/document.do?assetkey=1-66-275410-1
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http://securitytracker.com/id?1023448
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