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Summary

CVE CVE-2010-0360

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-20 16:30:00 UTC

Updated 2011-04-28 04:00:00 UTC

Description Sun Java System Web Server (aka SJWS) 7.0 Update 7 allows remote attackers to overwrite memory locations in the heap, and discover the contents of memory locations, via a malformed HTTP TRACE request that includes a long URI and many empty headers, related to an "overflow." NOTE: this might overlap CVE-2010-0272 and CVE-2010-0273.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Java System Web Server 7.0 update_7 All All

Application Sun Java System Web Server 7.0 update_7 All All

References

Reference Source Link Tags

Intevydis blog: Sun Java System Web Server 7.0u7 TRACE overflow MISC intevydis.blogspot.com Exploit

404 Not Found MISC intevydis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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