
CVE-2010-0383
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2010-0383

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-01-25 19:30:00 UTC

Updated 2010-02-05 07:13:00 UTC

Description Tor before 0.2.1.22, and 0.2.2.x before 0.2.2.7-alpha, uses deprecated identity keys for certain directory authorities, which makes it easier for man-in-the-middle attackers to compromise the anonymity of traffic sources and destinations.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tor Tor 0.0.2 All All All

Application Tor Tor 0.0.2_pre13 All All All

Application Tor Tor 0.0.2_pre14 All All All

Application Tor Tor 0.0.2_pre15 All All All

Application Tor Tor 0.0.2_pre16 All All All

Application Tor Tor 0.0.2_pre17 All All All

Application Tor Tor 0.0.2_pre18 All All All

Application Tor Tor 0.0.2_pre19 All All All

Application Tor Tor 0.0.2_pre20 All All All

Application Tor Tor 0.0.2_pre21 All All All

Application Tor Tor 0.0.2_pre22 All All All

Application Tor Tor 0.0.2_pre23 All All All

Application Tor Tor 0.0.2_pre24 All All All

Application Tor Tor 0.0.2_pre25 All All All

Application Tor Tor 0.0.2_pre26 All All All

Application Tor Tor 0.0.2_pre27 All All All

Application Tor Tor 0.0.3 All All All
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Application Tor Tor 0.0.3 All All All

Application Tor Tor 0.0.4 All All All

Application Tor Tor 0.0.5 All All All

Application Tor Tor 0.0.6 All All All

Application Tor Tor 0.0.6.1 All All All

Application Tor Tor 0.0.6.2 All All All

Application Tor Tor 0.0.7 All All All

Application Tor Tor 0.0.7.1 All All All

Application Tor Tor 0.0.7.2 All All All

Application Tor Tor 0.0.7.3 All All All

Application Tor Tor 0.0.8 All All All

Application Tor Tor 0.0.8.1 All All All

Application Tor Tor 0.0.9 All All All

Application Tor Tor 0.0.9.1 All All All

Application Tor Tor 0.0.9.10 All All All

Application Tor Tor 0.0.9.2 All All All

Application Tor Tor 0.0.9.3 All All All

Application Tor Tor 0.0.9.4 All All All

Application Tor Tor 0.0.9.5 All All All

Application Tor Tor 0.0.9.6 All All All

Application Tor Tor 0.0.9.7 All All All

Application Tor Tor 0.0.9.8 All All All

Application Tor Tor 0.0.9.9 All All All

Application Tor Tor 0.1.0.1 All All All

Application Tor Tor 0.1.0.10 All All All

Application Tor Tor 0.1.0.11 All All All

Application Tor Tor 0.1.0.12 All All All

Application Tor Tor 0.1.0.13 All All All

Application Tor Tor 0.1.0.14 All All All

Application Tor Tor 0.1.0.15 All All All

Application Tor Tor 0.1.0.16 All All All

Application Tor Tor 0.1.0.17 All All All

Application Tor Tor 0.1.0.18 All All All

Application Tor Tor 0.1.0.19 All All All

Application Tor Tor 0.1.0.2 All All All

Application Tor Tor 0.1.0.3 All All All
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Application Tor Tor 0.1.0.4 All All All

Application Tor Tor 0.1.0.5 All All All

Application Tor Tor 0.1.0.6 All All All

Application Tor Tor 0.1.0.7 All All All

Application Tor Tor 0.1.0.8 All All All

Application Tor Tor 0.1.0.9 All All All

Application Tor Tor 0.1.1 All All All

Application Tor Tor 0.1.1.1 All All All

Application Tor Tor 0.1.1.10 All All All

Application Tor Tor 0.1.1.10_alpha All All All

Application Tor Tor 0.1.1.11 All All All

Application Tor Tor 0.1.1.12 All All All

Application Tor Tor 0.1.1.13 All All All

Application Tor Tor 0.1.1.14 All All All

Application Tor Tor 0.1.1.15 All All All

Application Tor Tor 0.1.1.16 All All All

Application Tor Tor 0.1.1.17 All All All

Application Tor Tor 0.1.1.18 All All All

Application Tor Tor 0.1.1.19 All All All

Application Tor Tor 0.1.1.1_alpha All All All

Application Tor Tor 0.1.1.2 All All All

Application Tor Tor 0.1.1.20 All All All

Application Tor Tor 0.1.1.21 All All All

Application Tor Tor 0.1.1.22 All All All

Application Tor Tor 0.1.1.23 All All All

Application Tor Tor 0.1.1.25 All All All

Application Tor Tor 0.1.1.26 All All All

Application Tor Tor 0.1.1.2_alpha All All All

Application Tor Tor 0.1.1.3 All All All

Application Tor Tor 0.1.1.3_alpha All All All

Application Tor Tor 0.1.1.4 All All All

Application Tor Tor 0.1.1.4_alpha All All All

Application Tor Tor 0.1.1.5 All All All

Application Tor Tor 0.1.1.5_alpha All All All

Application Tor Tor 0.1.1.6 All All All

Application Tor Tor 0.1.1.6_alpha All All All
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Application Tor Tor 0.1.1.6_alpha All All All

Application Tor Tor 0.1.1.7 All All All

Application Tor Tor 0.1.1.7_alpha All All All

Application Tor Tor 0.1.1.8 All All All

Application Tor Tor 0.1.1.8_alpha All All All

Application Tor Tor 0.1.1.9 All All All

Application Tor Tor 0.1.1.9_alpha All All All

Application Tor Tor 0.1.2.10 All All All

Application Tor Tor 0.1.2.11 All All All

Application Tor Tor 0.1.2.12 All All All

Application Tor Tor 0.1.2.13 All All All

Application Tor Tor 0.1.2.14 All All All

Application Tor Tor 0.1.2.16 All All All

Application Tor Tor 0.1.2.18 All All All

Application Tor Tor 0.1.2.19 All All All

Application Tor Tor 0.1.2.1_alpha-cvs All All All

Application Tor Tor 0.1.2.2 All All All

Application Tor Tor 0.1.2.30 All All All

Application Tor Tor 0.1.2.4 All All All

Application Tor Tor 0.1.2.5 All All All

Application Tor Tor 0.1.2.5 alpha All All

Application Tor Tor 0.1.2.7 alpha All All

Application Tor Tor 0.1.2.9 All All All

Application Tor Tor 0.2.1.1.12 All All All

Application Tor Tor 0.2.1.1.13 All All All

Application Tor Tor 0.2.1.1.14 All All All

Application Tor Tor 0.2.1.1.15 All All All

Application Tor Tor 0.2.1.1.16 All All All

Application Tor Tor 0.2.1.1.17 All All All

Application Tor Tor 0.2.1.1.18 All All All

Application Tor Tor 0.2.1.1.19 All All All

Application Tor Tor 0.2.1.1.20 All All All

Application Tor Tor 0.2.1.1.21 All All All

Application Tor Tor 0.2.2.1 alpha All All

Application Tor Tor 0.2.2.2 alpha All All

Application Tor Tor 0.2.2.3 alpha All All
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Application Tor Tor 0.2.2.4 alpha All All

Application Tor Tor 0.2.2.5 alpha All All

Application Tor Tor 0.2.2.6 alpha All All

Application Tor Tor 0.2.2.7 alpha All All

Application Tor Tor 0.0.2 All All All

Application Tor Tor 0.0.2_pre13 All All All

Application Tor Tor 0.0.2_pre14 All All All

Application Tor Tor 0.0.2_pre15 All All All

Application Tor Tor 0.0.2_pre16 All All All

Application Tor Tor 0.0.2_pre17 All All All

Application Tor Tor 0.0.2_pre18 All All All

Application Tor Tor 0.0.2_pre19 All All All

Application Tor Tor 0.0.2_pre20 All All All

Application Tor Tor 0.0.2_pre21 All All All

Application Tor Tor 0.0.2_pre22 All All All

Application Tor Tor 0.0.2_pre23 All All All

Application Tor Tor 0.0.2_pre24 All All All

Application Tor Tor 0.0.2_pre25 All All All

Application Tor Tor 0.0.2_pre26 All All All

Application Tor Tor 0.0.2_pre27 All All All

Application Tor Tor 0.0.3 All All All

Application Tor Tor 0.0.4 All All All

Application Tor Tor 0.0.5 All All All

Application Tor Tor 0.0.6 All All All

Application Tor Tor 0.0.6.1 All All All

Application Tor Tor 0.0.6.2 All All All

Application Tor Tor 0.0.7 All All All

Application Tor Tor 0.0.7.1 All All All

Application Tor Tor 0.0.7.2 All All All

Application Tor Tor 0.0.7.3 All All All

Application Tor Tor 0.0.8 All All All

Application Tor Tor 0.0.8.1 All All All

Application Tor Tor 0.0.9 All All All

Application Tor Tor 0.0.9.1 All All All

Application Tor Tor 0.0.9.10 All All All
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Application Tor Tor 0.0.9.2 All All All

Application Tor Tor 0.0.9.3 All All All

Application Tor Tor 0.0.9.4 All All All

Application Tor Tor 0.0.9.5 All All All

Application Tor Tor 0.0.9.6 All All All

Application Tor Tor 0.0.9.7 All All All

Application Tor Tor 0.0.9.8 All All All

Application Tor Tor 0.0.9.9 All All All

Application Tor Tor 0.1.0.1 All All All

Application Tor Tor 0.1.0.10 All All All

Application Tor Tor 0.1.0.11 All All All

Application Tor Tor 0.1.0.12 All All All

Application Tor Tor 0.1.0.13 All All All

Application Tor Tor 0.1.0.14 All All All

Application Tor Tor 0.1.0.15 All All All

Application Tor Tor 0.1.0.16 All All All

Application Tor Tor 0.1.0.17 All All All

Application Tor Tor 0.1.0.18 All All All

Application Tor Tor 0.1.0.19 All All All

Application Tor Tor 0.1.0.2 All All All

Application Tor Tor 0.1.0.3 All All All

Application Tor Tor 0.1.0.4 All All All

Application Tor Tor 0.1.0.5 All All All

Application Tor Tor 0.1.0.6 All All All

Application Tor Tor 0.1.0.7 All All All

Application Tor Tor 0.1.0.8 All All All

Application Tor Tor 0.1.0.9 All All All

Application Tor Tor 0.1.1 All All All

Application Tor Tor 0.1.1.1 All All All

Application Tor Tor 0.1.1.10 All All All

Application Tor Tor 0.1.1.10_alpha All All All

Application Tor Tor 0.1.1.11 All All All

Application Tor Tor 0.1.1.12 All All All

Application Tor Tor 0.1.1.13 All All All

Application Tor Tor 0.1.1.14 All All All

Application Tor Tor 0.1.1.15 All All All
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Application Tor Tor 0.1.1.15 All All All

Application Tor Tor 0.1.1.16 All All All

Application Tor Tor 0.1.1.17 All All All

Application Tor Tor 0.1.1.18 All All All

Application Tor Tor 0.1.1.19 All All All

Application Tor Tor 0.1.1.1_alpha All All All

Application Tor Tor 0.1.1.2 All All All

Application Tor Tor 0.1.1.20 All All All

Application Tor Tor 0.1.1.21 All All All
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Application Tor Tor 0.1.2.1_alpha-cvs All All All

Application Tor Tor 0.1.2.2 All All All

Application Tor Tor 0.1.2.30 All All All

Application Tor Tor 0.1.2.4 All All All

Application Tor Tor 0.1.2.5 All All All

Application Tor Tor 0.1.2.5 alpha All All

Application Tor Tor 0.1.2.7 alpha All All

Application Tor Tor 0.1.2.9 All All All

Application Tor Tor 0.2.1.1.12 All All All

Application Tor Tor 0.2.1.1.13 All All All
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Application Tor Tor 0.2.2.6 alpha All All

Application Tor Tor 0.2.2.7 alpha All All
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Tor 0.2.1.22 is released (security fix) MLIST

Re: Tor Project infrastructure updates in response to security breach MLIST

61977 OSVDB

Tor Directory Authorities Directory Queries Remote Information Disclosure Vulnerability BID

Tor Project infrastructure updates in response to security breach MLIST

Tor Directory Authorities Directory Queries Information Disclosure - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Tor 0.2.2.7-alpha is out MLIST
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No vendor comments have been submitted for this CVE.
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