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Summary

CVE CVE-2010-0395

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-06-10 00:30:00 UTC

Updated 2022-02-07 17:03:00 UTC

Description OpenOffice.org 2.x and 3.0 before 3.2.1 allows user-assisted remote attackers to bypass Python macro security restrictions and execute arbitrary Python code via a crafted OpenDocument Text (ODT) file that triggers code execution when the macro directory structure is previewed.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Openoffice All All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.04 - lts All

Operating System Canonical Ubuntu Linux 9.04 All All All

Operating System Canonical Ubuntu Linux 9.10 All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 10.10 All All All

Operating System Canonical Ubuntu Linux 8.04 - lts All

Operating System Canonical Ubuntu Linux 9.10 All All All

Operating System Debian Debian Linux 5.0 All All All

Operating System Debian Debian Linux 6.0 All All All

Operating System Fedoraproject Fedora 11 All All All

Operating System Fedoraproject Fedora 12 All All All

Operating System Fedoraproject Fedora 13 All All All
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Operating System Fedoraproject Fedora 13 All All All

Operating System Fedoraproject Fedora 12 All All All

Operating System Fedoraproject Fedora 13 All All All

Operating System Opensuse Opensuse 11.0 All All All

Operating System Opensuse Opensuse 11.1 All All All

Operating System Opensuse Opensuse 11.2 All All All

Application Sun Openoffice.org 2.0.0 All All All

Application Sun Openoffice.org 2.1.0 All All All

Application Sun Openoffice.org 2.2.0 All All All

Application Sun Openoffice.org 2.3.0 All All All

Application Sun Openoffice.org 2.4.0 All All All

Application Sun Openoffice.org 2.4.1 All All All

Application Sun Openoffice.org 2.4.2 All All All

Application Sun Openoffice.org 3.0.0 All All All

Application Sun Openoffice.org 3.0.1 All All All

Application Sun Openoffice.org 3.1.0 All All All

Application Sun Openoffice.org 3.1.1 All All All

Application Sun Openoffice.org 2.0.0 All All All

Application Sun Openoffice.org 2.1.0 All All All

Application Sun Openoffice.org 2.2.0 All All All

Application Sun Openoffice.org 2.3.0 All All All

Application Sun Openoffice.org 2.4.0 All All All

Application Sun Openoffice.org 2.4.1 All All All

Application Sun Openoffice.org 2.4.2 All All All

Application Sun Openoffice.org 3.0.0 All All All

Application Sun Openoffice.org 3.0.1 All All All

Application Sun Openoffice.org 3.1.0 All All All

Application Sun Openoffice.org 3.1.1 All All All

Application Sun Openoffice.org All All All All

Operating System Suse Linux Enterprise Desktop 10 sp3 All All

Operating System Suse Linux Enterprise Desktop 11 - All All
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OpenOffice.org Data Manipulation and Code Execution Vulnerabilities - Advisories - Community SECUNIA secunia.com Vendor Advisory

Fedora update for openoffice.org - Advisories - Community SECUNIA secunia.com Vendor Advisory

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014 SUSE lists.opensuse.org

http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/sun
http://cve.report/software/sun/openoffice.org
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_desktop
http://secunia.com/advisories/40070
http://secunia.com/advisories/40107


[security-announce] SUSE Security Summary Report: SUSE-SR:2010:014 SUSE lists.opensuse.org

US-CERT Technical Cyber Security Alert TA10-287A -- Oracle Updates for Multiple Vulnerabilities CERT www.us-cert.gov US Government Resource

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

Advisories | Mandriva MANDRIVA www.mandriva.com

Debian -- Security Information -- DSA-2055-1 openoffice.org DEBIAN www.debian.org

CVE-2010-0395 CONFIRM www.openoffice.org

Security Advisory SA60799 - Gentoo openoffice Multiple Vulnerabilties - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Patch, Vendor Advisory

Debian update for openoffice.org - Advisories - Community SECUNIA secunia.com Vendor Advisory

[SECURITY] Fedora 13 Update: openoffice.org-3.2.0-12.24.fc13 FEDORA lists.fedoraproject.org

[SECURITY] Fedora 12 Update: openoffice.org-3.1.1-19.32.fc12 FEDORA lists.fedoraproject.org

Bug 574119 – CVE-2010-0395 openoffice.org Execution of Python code when browsing macros CONFIRM bugzilla.redhat.com

Oracle Open Office Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Ubuntu update for openoffice.org - Advisories - Community SECUNIA secunia.com Vendor Advisory

Gentoo Linux Documentation -- OpenOffice, LibreOffice: Multiple vulnerabilities GENTOO www.gentoo.org

USN-949-1: OpenOffice.org vulnerability | Ubuntu UBUNTU ubuntu.com

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

[SECURITY] Fedora 11 Update: openoffice.org-3.1.1-19.13.fc11 FEDORA lists.fedoraproject.org

Support REDHAT www.redhat.com

Oracle Critical Patch Update Pre-Release Announcement - October 2010 CONFIRM www.oracle.com

Repository / Oval Repository OVAL oval.cisecurity.org

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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