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Integer overflow in the BZ2_decompress function in decompress.c in bzip2 and libbzip2 before 1.0.6 allows context-depenc
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Bzip Bzip2 0.9 All All All
Bzip Bzip2 0.9.0 All All All
Bzip Bzip2 0.9.0a All All All
Bzip Bzip2 0.9.0b All All All
Bzip Bzip2 0.9.0c All All All
Bzip Bzip2 0.9.5a All All All
Bzip Bzip2 0.9.5b All All All
Bzip Bzip2 0.9.5¢ All All All
Bzip Bzip2 0.9.5d All All Al
Bzip Bzip2 0.9.5_a All All All
Bzip Bzip2 0.9.5 b All All Al
Bzip Bzip2 0.95 ¢ All All All
Bzip Bzip2 0.9.5 d All All Al
Bzip Bzip2 09 a All All Al
Bzip Bzip2 09 b All All All
Bzip Bzip2 0.9 c All All All
Bzip Bzip2 1.0 All All All
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https://cve.report/CVE-2010-0405/nist
https://cve.report/CVE-2010-0405/cve_org
https://cve.report/CVE-2010-0405.pdf
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2
http://cve.report/vendor/bzip
http://cve.report/software/bzip/bzip2

Application Bzip Bzip2 1.0.1 All All All
Application Bzip Bzip2 1.0.2 All All All
Application Bzip Bzip2 1.0.3 All All All
Application Bzip Bzip2 1.04 All All All
Application Bzip Bzip2 0.9 All All All
Application Bzip Bzip2 0.9.0 All All All
Application Bzip Bzip2 0.9.0a All All All
Application Bzip Bzip2 0.9.0b All All All
Application Bzip Bzip2 0.9.0c All All All
Application Bzip Bzip2 0.9.5a All All All
Application Bzip Bzip2 0.9.5b All All All
Application Bzip Bzip2 0.9.5¢ All All All
Application Bzip Bzip2 0.9.5d All All All
Application Bzip Bzip2 0.9.5_a All All All
Application Bzip Bzip2 095 b All All All
Application Bzip Bzip2 0.9.5_c All All All
Application Bzip Bzip2 0.9.5_d All All All
Application Bzip Bzip2 0.9 a All All All
Application Bzip Bzip2 09 b All All All
Application Bzip Bzip2 09 c All All All
Application Bzip Bzip2 1.0 All All All
Application Bzip Bzip2 1.0.1 All All All
Application Bzip Bzip2 1.0.2 All All All
Application Bzip Bzip2 1.03 All All All
Application Bzip Bzip2 1.0.4 All All All
Application Bzip Bzip2 All All All All
Application Libzip2 Libzip2 All All All All
Reference Source Link Tag
APPLE-SA-2011-03-21-1 Mac OS X v10.6.7 and Security Update 2011-001 APPLE lists.apple.com
USN-986-1: bzip2 vulnerability | Ubuntu UBUNTU www.ubuntu.com
Gentoo Linux Documentation -- bzip2: User-assisted execution of arbitrary code GENTOO  security.gentoo.org
Support REDHAT www.redhat.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
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http://www.ubuntu.com/usn/usn-986-1
http://security.gentoo.org/glsa/glsa-201301-05.xml
http://www.redhat.com/support/errata/RHSA-2010-0703.html
http://www.vupen.com/english/advisories/2010/3043

[SECURII Y] Fedora 12 Update: bzip2-1.U.6-1.1c12

Support

CVE-2010-0405: bzip2 Integer Overflow « xorl %eax, Yoeax

Security

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:018
USN-986-2: ClamAV vulnerability | Ubuntu

git.clamav.net/gitweb

VMware ESX Console OS (COS) bzip2 Integer Overflow Vulnerability - Secunia.com
USN-986-3: dpkg vulnerability | Ubuntu

VMware ESX Console OS (COS) Update for bzip2 - Secunia.com
'[oss-security] bzip2 CVE-2010-0405 integer overflow' - MARC

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
git.clamav.net/gitweb

wwws.clamav.net/bugzilla/show_bug.cgi

About the security content of Mac OS X v10.6.7 and Security Update 2011-001

bzip2 "BZ_decompress" Integer Overflow Vulnerability - Advisories - Community

Oracle Solaris bzip2 "BZ_decompress" Integer Overflow Vulnerability - Advisories - Community

bzip2 : Home
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMSA-2010-0019.3

627882 — (CVE-2010-0405) CVE-2010-0405 bzip2: integer overflow flaw in BZ2_decompress

Oracle Solaris bzip2 "BZ_decompress" Integer Overflow Vulnerability - Advisories - Community

[SECURITY] Fedora 13 Update: clamav-0.96.4-1300.fc13
wwws.clamav.net/bugzilla/show_bug.cgi

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Ubuntu update for clamav - Secunia.com

SecurityFocus

Security Alerts - Secunia

Security Alerts - Secunia
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No vendor comments have been submitted for this CVE.


http://lists.fedoraproject.org/pipermail/package-announce/2010-November/051366.html
http://www.redhat.com/support/errata/RHSA-2010-0858.html
http://xorl.wordpress.com/2010/09/21/cve-2010-0405-bzip2-integer-overflow/
http://blogs.sun.com/security/entry/cve_2010_0405_integer_overflow
http://lists.opensuse.org/opensuse-security-announce/2010-10/msg00000.html
http://www.ubuntu.com/usn/USN-986-2
http://git.clamav.net/gitweb?p=clamav-devel.git%253Ba=blob_plain%253Bf=ChangeLog%253Bhb=clamav-0.96.3
http://secunia.com/advisories/42530
http://www.ubuntu.com/usn/USN-986-3
http://secunia.com/advisories/42529
http://marc.info/?l=oss-security&m=128506868510655&w=2
http://www.vupen.com/english/advisories/2010/2455
http://www.vupen.com/english/advisories/2010/3073
http://git.clamav.net/gitweb?p=clamav-devel.git;a=blob_plain;f=ChangeLog;hb=clamav-0.96.3
https://wwws.clamav.net/bugzilla/show_bug.cgi?id=2230
http://support.apple.com/kb/HT4581
http://secunia.com/advisories/41452
http://secunia.com/advisories/42404
http://www.bzip.org/
http://www.vupen.com/english/advisories/2010/3127
http://www.vmware.com/security/advisories/VMSA-2010-0019.html
https://bugzilla.redhat.com/show_bug.cgi?id=627882
http://secunia.com/advisories/42405
http://lists.fedoraproject.org/pipermail/package-announce/2010-November/051278.html
https://wwws.clamav.net/bugzilla/show_bug.cgi?id=2231
http://www.vupen.com/english/advisories/2010/3052
http://www.vupen.com/english/advisories/2010/3126
http://secunia.com/advisories/41505
http://www.securityfocus.com/archive/1/515055/100/0/threaded
http://secunia.com/advisories/42350
http://secunia.com/advisories/48378
https://www.cve.org/CVERecord?id=CVE-2010-0405
https://nvd.nist.gov/vuln/detail/CVE-2010-0405

There are currently no legacy QID mappings associated with this CVE.
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