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CVE CVE-2010-0409
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-08 21:30:00 UTC
Updated 2010-03-31 05:41:00 UTC
Description Buffer overflow in the GMIME_UUENCODE_LEN macro in gmime/gmime-encodings.h in GMime before 2.4.15 allows cont

/ |
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Gmime 2.4.0 All All All
Application Gnome Gmime 2.4.1 All All All
Application Gnome Gmime 2.4.10 All All All
Application Gnome Gmime 2411 All All All
Application Gnome Gmime 2.4.12 All All All
Application Gnome Gmime 24183 All All All
Application Gnome Gmime 2.4.2 All All All
Application Gnome Gmime 243 All All All
Application Gnome Gmime 244 All All All
Application Gnome Gmime 245 All All All
Application Gnome Gmime 2.4.6 All All All
Application Gnome Gmime 247 All All All
Application Gnome Gmime 2.4.8 All All All
Application Gnome Gmime 249 All All All
Application Gnome Gmime 2.4.0 All All All
Application Gnome Gmime 2.4.1 All All All
Application Gnome Gmime 2.4.10 All All All
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Application Gnome Gmime 2.4.11 All All All
Application Gnome Gmime 2.4.12 All All All
Application Gnome Gmime 2.4.13 All All All
Application Gnome Gmime 242 All All All
Application Gnome Gmime 243 All All All
Application Gnome Gmime 244 All All All
Application Gnome Gmime 2.4.5 All All All
Application Gnome Gmime 246 All All All
Application Gnome Gmime 2.4.7 All All All
Application Gnome Gmime 2438 All All All
Application Gnome Gmime 2.4.9 All All All
Reference

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:006

GMime Uuencode Size Macro Buffer Overflow Vulnerability - Advisories - Community

SUSE Update for Multiple Packages - Advisories - Community

Bug 561457 — CVE-2010-0409 gmime, gmime22: Buffer overflow by calculating the maximum number of output bytes generated by an uuenc:
ftp.gnome.org/pub/GNOME/sources/gmime/2.4/gmime-2.4.14-2.4.15.diff.gz

oss-security - Re: CVE Request -- GMime-2.4.15

ftp.gnome.org/pub/GNOME/sources/gmime/2.4/gmime-2.4.15.changes

oss-security - CVE Request -- GMime-2.4.15

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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