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sudo 1.6.x before 1.6.9p21, when the runas_default option is used, does not properly set group memberships, which allows
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Todd Miller Sudo 1.6 All All All
Todd Miller Sudo 1.6.1 All All All
Todd Miller Sudo 1.6.2 All All All
Todd Miller Sudo 1.6.3 All All All
Todd Miller Sudo 1.6.3_p1 All All All
Todd Miller Sudo 1.6.3_p2 All All All
Todd Miller Sudo 1.6.3_p3 All All All
Todd Miller Sudo 1.6.3_p4 All All All
Todd Miller Sudo 1.6.3_p5 All All All
Todd Miller Sudo 1.6.3_p6 All All All
Todd Miller Sudo 1.6.3_p7 All All All
Todd Miller Sudo 1.6.4_p1 All All All
Todd Miller Sudo 1.6.4_p2 All All All
Todd Miller Sudo 1.6.5 All All All
Todd Miller Sudo 1.6.5_p1 All All All
Todd Miller Sudo 1.6.5_p2 All All All
Todd Miller Sudo 1.6.6 All All All
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-03-02 Tomas Hoger This issue was addressed in Red Hat Enterprise Linux 5 via: https://rhn.redhat.com/errata/RHS
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