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Summary

CVE CVE-2010-0440

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-03 18:30:00 UTC

Updated 2023-08-11 19:03:00 UTC

Description Cross-site scripting (XSS) vulnerability in +CSCOT+/translation in Cisco Secure Desktop 3.4.2048, and other versions before 3.5; as used in Cisco ASA appliance before 8.2(1), 8.1(2.7), and 8.0(5); allows remote attackers to inject arbitrary web script or HTML via a crafted POST parameter, which is not properly handled by an eval statement in binary/mainv.js that writes to start.html.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Adaptive Security Appliance Software All All All All

Operating System Cisco Adaptive Security Appliance Software All All All All

Application Cisco Adaptive Security Appliance Software All All All All

Hardware Cisco Asa 5500 - All All All

Hardware Cisco Asa 5500 - All All All

Application Cisco Secure Desktop All All All All

Application Cisco Secure Desktop All All All All

References

Reference Source Link

Cisco Secure Desktop 'translation' Cross Site Scripting Vulnerability BID www.securityfocus.com

Cisco Secure Desktop Cross-Site Scripting Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Core Security Technologies MISC www.coresecurity.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Alert Details - Security Center - Cisco Systems CONFIRM tools.cisco.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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