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Summary

CVE CVE-2010-0441

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-04 20:15:00 UTC

Updated 2018-10-10 19:52:00 UTC

Description Asterisk Open Source 1.6.0.x before 1.6.0.22, 1.6.1.x before 1.6.1.14, and 1.6.2.x before 1.6.2.2, and Business Edition C.3 before C.3.3.2, allows remote attackers to cause a denial of service (daemon crash) via an SIP T.38 negotiation with an SDP FaxMaxDatagram field that is (1) missing, (2) modified to contain a negative number, or (3) modified to contain a large number.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Asterisk 1.6.0 All All All

Application Asterisk Asterisk 1.6.0.1 All All All

Application Asterisk Asterisk 1.6.0.10 All All All

Application Asterisk Asterisk 1.6.0.12 All All All

Application Asterisk Asterisk 1.6.0.13 All All All

Application Asterisk Asterisk 1.6.0.14 All All All

Application Asterisk Asterisk 1.6.0.15 All All All

Application Asterisk Asterisk 1.6.0.16-rc1 All All All

Application Asterisk Asterisk 1.6.0.16-rc2 All All All

Application Asterisk Asterisk 1.6.0.17 All All All

Application Asterisk Asterisk 1.6.0.18 All All All

Application Asterisk Asterisk 1.6.0.18-rc1 All All All

Application Asterisk Asterisk 1.6.0.18-rc2 All All All

Application Asterisk Asterisk 1.6.0.18-rc3 All All All

Application Asterisk Asterisk 1.6.0.19 All All All

Application Asterisk Asterisk 1.6.0.2 All All All

Application Asterisk Asterisk 1.6.0.20 All All All
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Application Asterisk Asterisk 1.6.0.20 All All All

Application Asterisk Asterisk 1.6.0.20-rc1 All All All

Application Asterisk Asterisk 1.6.0.21 All All All

Application Asterisk Asterisk 1.6.0.21-rc1 All All All

Application Asterisk Asterisk 1.6.0.3 All All All

Application Asterisk Asterisk 1.6.0.5 All All All

Application Asterisk Asterisk 1.6.0.6 All All All

Application Asterisk Asterisk 1.6.0.7 All All All

Application Asterisk Asterisk 1.6.0.8 All All All

Application Asterisk Asterisk 1.6.0.9 All All All

Application Asterisk Asterisk 1.6.1.0 All All All

Application Asterisk Asterisk 1.6.1.1 All All All

Application Asterisk Asterisk 1.6.1.10 All All All

Application Asterisk Asterisk 1.6.1.10-rc1 All All All

Application Asterisk Asterisk 1.6.1.10-rc2 All All All

Application Asterisk Asterisk 1.6.1.10-rc3 All All All

Application Asterisk Asterisk 1.6.1.11 All All All

Application Asterisk Asterisk 1.6.1.12 All All All

Application Asterisk Asterisk 1.6.1.12-rc1 All All All

Application Asterisk Asterisk 1.6.1.13 All All All

Application Asterisk Asterisk 1.6.1.13-rc1 All All All

Application Asterisk Asterisk 1.6.1.2 All All All

Application Asterisk Asterisk 1.6.1.4 All All All

Application Asterisk Asterisk 1.6.1.5 All All All

Application Asterisk Asterisk 1.6.1.6 All All All

Application Asterisk Asterisk 1.6.1.7-rc1 All All All

Application Asterisk Asterisk 1.6.1.7-rc2 All All All

Application Asterisk Asterisk 1.6.1.8 All All All

Application Asterisk Asterisk 1.6.1.9 All All All

Application Asterisk Asterisk 1.6.10-rc1 All All All

Application Asterisk Asterisk 1.6.10-rc2 All All All

Application Asterisk Asterisk 1.6.2.1 All All All

Application Asterisk Asterisk 1.6.2.1-rc1 All All All

Application Asterisk Asterisk c.3.1.0 All business All

Application Asterisk Asterisk c.3.1.1 All business All

Application Asterisk Asterisk c.3.2.2 All business All
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Application Asterisk Asterisk c.3.3.3 All business All

Application Asterisk Asterisk 1.6.0 All All All

Application Asterisk Asterisk 1.6.0.1 All All All

Application Asterisk Asterisk 1.6.0.10 All All All

Application Asterisk Asterisk 1.6.0.12 All All All

Application Asterisk Asterisk 1.6.0.13 All All All

Application Asterisk Asterisk 1.6.0.14 All All All

Application Asterisk Asterisk 1.6.0.15 All All All

Application Asterisk Asterisk 1.6.0.16-rc1 All All All

Application Asterisk Asterisk 1.6.0.16-rc2 All All All

Application Asterisk Asterisk 1.6.0.17 All All All

Application Asterisk Asterisk 1.6.0.18 All All All

Application Asterisk Asterisk 1.6.0.18-rc1 All All All

Application Asterisk Asterisk 1.6.0.18-rc2 All All All

Application Asterisk Asterisk 1.6.0.18-rc3 All All All

Application Asterisk Asterisk 1.6.0.19 All All All

Application Asterisk Asterisk 1.6.0.2 All All All

Application Asterisk Asterisk 1.6.0.20 All All All

Application Asterisk Asterisk 1.6.0.20-rc1 All All All

Application Asterisk Asterisk 1.6.0.21 All All All

Application Asterisk Asterisk 1.6.0.21-rc1 All All All

Application Asterisk Asterisk 1.6.0.3 All All All

Application Asterisk Asterisk 1.6.0.5 All All All

Application Asterisk Asterisk 1.6.0.6 All All All

Application Asterisk Asterisk 1.6.0.7 All All All

Application Asterisk Asterisk 1.6.0.8 All All All

Application Asterisk Asterisk 1.6.0.9 All All All

Application Asterisk Asterisk 1.6.1.0 All All All

Application Asterisk Asterisk 1.6.1.1 All All All

Application Asterisk Asterisk 1.6.1.10 All All All

Application Asterisk Asterisk 1.6.1.10-rc1 All All All

Application Asterisk Asterisk 1.6.1.10-rc2 All All All

Application Asterisk Asterisk 1.6.1.10-rc3 All All All

Application Asterisk Asterisk 1.6.1.11 All All All

Application Asterisk Asterisk 1.6.1.12 All All All

Application Asterisk Asterisk 1.6.1.12-rc1 All All All
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Application Asterisk Asterisk 1.6.1.12-rc1 All All All

Application Asterisk Asterisk 1.6.1.13 All All All

Application Asterisk Asterisk 1.6.1.13-rc1 All All All

Application Asterisk Asterisk 1.6.1.2 All All All

Application Asterisk Asterisk 1.6.1.4 All All All

Application Asterisk Asterisk 1.6.1.5 All All All

Application Asterisk Asterisk 1.6.1.6 All All All

Application Asterisk Asterisk 1.6.1.7-rc1 All All All

Application Asterisk Asterisk 1.6.1.7-rc2 All All All

Application Asterisk Asterisk 1.6.1.8 All All All

Application Asterisk Asterisk 1.6.1.9 All All All

Application Asterisk Asterisk 1.6.10-rc1 All All All

Application Asterisk Asterisk 1.6.10-rc2 All All All

Application Asterisk Asterisk 1.6.2.1 All All All

Application Asterisk Asterisk 1.6.2.1-rc1 All All All

Application Asterisk Asterisk c.3.1.0 All business All

Application Asterisk Asterisk c.3.1.1 All business All

Application Asterisk Asterisk c.3.2.2 All business All

Application Asterisk Asterisk c.3.3.3 All business All

References

Reference Source Link Tags

downloads.asterisk.org/pub/security/AST-2010-001-1.6.2.diff CONFIRM downloads.asterisk.org

Asterisk T.38 'FaxMaxDatagram' Remote Denial of Service Vulnerability BID www.securityfocus.com

Asterisk T.38 Negotiation Denial of Service Vulnerability - Advisories - Community SECUNIA secunia.com Vendor Advisory

downloads.asterisk.org/pub/security/AST-2010-001.html CONFIRM downloads.asterisk.org

Asterisk T.38 Processing Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK securitytracker.com

[ASTERISK-15457] asterisk crashes while fax sending - Digium/Asterisk JIRA CONFIRM issues.asterisk.org

Fedora update for asterisk - Advisories - Community SECUNIA secunia.com

downloads.asterisk.org/pub/security/AST-2010-001-1.6.1.diff CONFIRM downloads.asterisk.org Patch

[ASTERISK-15538] coredump on T.38 Session with 1.6.2.1 - Digium/Asterisk JIRA CONFIRM issues.asterisk.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

[ASTERISK-15371] Segfault while setting up T.38 fax reception - Digium/Asterisk JIRA CONFIRM issues.asterisk.org

[SECURITY] Fedora 11 Update: asterisk-1.6.1.17-1.fc11 FEDORA lists.fedoraproject.org

SecurityFocus BUGTRAQ www.securityfocus.com

downloads.asterisk.org/pub/security/AST-2010-001-1.6.0.diff CONFIRM downloads.asterisk.org Patch
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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