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Horde IMP 4.3.6 and earlier does not request that the web browser avoid DNS prefetching of domain names contained in e
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Horde Imp 2.0 All All All
Horde Imp 2.2 All All All
Horde Imp 2.21 All All All
Horde Imp 222 All All All
Horde Imp 223 All All All
Horde Imp 224 All All All
Horde Imp 225 All All All
Horde Imp 2.2.6 All All All
Horde Imp 2.2.7 All All All
Horde Imp 228 All All All
Horde Imp 2.3 All All All
Horde Imp 3.0 All All All
Horde Imp 3.1 All All All
Horde Imp 3.1.2 All All All
Horde Imp 3.2 All All All
Horde Imp 3.2.1 All All All
Horde Imp 3.2.2 All All All
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Application Horde Imp 3.1 All All All
Application Horde Imp 3.1.2 All All All
Application Horde Imp 3.2 All All All
Application Horde Imp 3.2.1 All All All
Application Horde Imp 322 All All All
Application Horde Imp 323 All All All
Application Horde Imp 3.2.4 All All All
Application Horde Imp 3.25 All All All
Application Horde Imp 3.2.6 All All All
Application Horde Imp 3.2.7 All All All
Application Horde Imp 327 rcl All All
Application Horde Imp 4.0 All All All
Application Horde Imp 4.0.1 All All All
Application Horde Imp 4.0.2 All All All
Application Horde Imp 4.0.3 All All All
Application Horde Imp 4.0.4 All All All
Application Horde Imp 4.1.3 All All All
Application Horde Imp 415 All All All
Application Horde Imp 4.1.6 All All All
Application Horde Imp 4.2 All All All
Application Horde Imp 4.21 All All All
Application Horde Imp 422 All All All
Application Horde Imp 43 All All All
Application Horde Imp 4.3.1 All All All
Application Horde Imp 432 All All All
Application Horde Imp 433 All All All
Application Horde Imp 4.3.4 All All All
Application Horde Imp 435 All All All
Application Horde Imp All All All All
Reference Source Link

Tickets :: [#8836] Signal the browser to turn off DNS prefetching when displaying untrusted content CONFIRM  bugs.horde.org
IBM X-Force Exchange XF exchange.xforce.ibmcloud.

DNS Pre-fetch Exposure on Thunderbird and Webmail MISC secure.grepular.com

CVE Program record CVE.ORG www.cve.org


http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://cve.report/vendor/horde
http://cve.report/software/horde/imp
http://bugs.horde.org/ticket/8836
https://exchange.xforce.ibmcloud.com/vulnerabilities/56052
https://secure.grepular.com/DNS_Prefetch_Exposure_on_Thunderbird_and_Webmail
https://www.cve.org/CVERecord?id=CVE-2010-0463

NVD vulnerability detail NVD nvd.nist.gov

/] ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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