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CVE CVE-2010-0556
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-18 17:30:00 UTC
Updated 2026-04-29 01:13:23 UTC
Description browser/login/login_prompt.cc in Google Chrome before 4.0.249.89 populates an authentication dialog with credentials that

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-255 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 0.2.149.27 All All All


https://cve.report/
https://cve.report/CVE-2010-0556/mitre
https://cve.report/CVE-2010-0556/nist
https://cve.report/CVE-2010-0556/cve_org
https://cve.report/api/cve/CVE-2010-0556.json
https://cve.report/CVE-2010-0556.pdf
http://cve.report/vendor/google
http://cve.report/software/google/chrome
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Application Google Chrome 2.0.172.38 All All All
Application Google Chrome 2.0.172.8 All All All
Application Google Chrome 3.0.182.2 All All All
Application Google Chrome 3.0.190.2 All All All
Application Google Chrome 3.0.193.2 beta All All
Application Google Chrome 3.0.195.21 All All All
Application Google Chrome 3.0.195.24 All All All
Application Google Chrome 3.0.195.32 All All All
Application Google Chrome 3.0.195.33 All All All
Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Issue 32718 - chromium - Security: Cross-domain bug in password manager - Project Hosting on Google Code af854a3a-2127-42
The Chromium Projects: Chromium Security Bugs af854a3a-2127-42
SecurityFocus af854a3a-2127-42
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-42
IBM X-Force Exchange af854a3a-2127-42
VSR | 404 Not Found af854a3a-2127-42
www.osvdb.org/62319 af854a3a-2127-42
Google Chrome prior to 4.0.249.89 Multiple Security Vulnerabilities af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
SecurityTracker.com Archives - Google Chrome Bugs Let Remote Users Execute Arbitrary Code and Obtain Information —af854a3a-2127-42
Google Chrome Multiple Vulnerabilities - Advisories - Community af854a3a-2127-42
Google Chrome Releases: Stable Channel Update af854a3a-2127-42
CVE Program record CVE.ORG

NVD vulnerability detail NVD

q |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/na
http://cve.report/software/na/n/a
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http://www.securityfocus.com/archive/1/509543/100/0/threaded
http://www.vupen.com/english/advisories/2010/0361
https://exchange.xforce.ibmcloud.com/vulnerabilities/56216
http://www.vsecurity.com/advisory/20100215-1.txt
http://www.osvdb.org/62319
http://www.securityfocus.com/bid/38177
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14407
http://securitytracker.com/id?1023583
http://secunia.com/advisories/38545
http://googlechromereleases.blogspot.com/2010/02/stable-channel-update.html
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